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Runtime App Self Protection (RASP, app shielding)

Advanced root/jailbreak protections standard advanced advanced custom

Runtime reverse engineering controls: 

•	 Debug

•	 Emulator

•	 Hooking protections

standard advanced advanced custom

Runtime integrity controls:

•	 Tamper protection

•	 Repackaging / Cloning protection

•	 Device Binding protection

standard advanced advanced custom

Device OS security status check:

•	 HW security module control

•	 Device Lock control 

•	 Device Lock change control

yes yes yes custom

UI protection:

•	 Overlay protection

•	 Accessibility services protection
no yes yes custom

Hardening suite

Security Hardening suite:

•	 Dynamic certificate pinning

•	 Obfuscation

•	 Secure storage hardening

no no yes yes

API protection

Device attestation and dynamic API protection no no no yes

Monitoring

Attack watchdogs and regular email reporting yes yes yes yes

Data insights and auditing portal no (except 
contributors)

yes yes yes

Embed code to integrate with portal no no yes yes

API data access no no yes yes

Data Retention 1 month 1 month 1 year custom

Malware detection

SDK for Malware detection and backend monitoring no no yes yes

User Safety suite

SDK API for Safety Dashboard for end-users yes yes yes yes

User Safety assurance service (claims analysis, Im-
provement plan report, Top10 tips, hot local attacks info) no no standard custom


