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Why Choose Our Threat Protection Workshop?

• Experience first-hand Microsoft’s advanced security products in your Production environment.

• Discover real security threats and vulnerabilities that can cause risks to your M365 environment across email, identity, and 

data.

• Map discovered threats and vulnerabilities with Microsoft’s advanced security products, including Microsoft Defender and 

Microsoft Sentinel

• Work together to develop a security roadmap using Microsoft’s advanced security products.



Threat Protection Workshop (Attack Simulation) 
Covered Security Products



Covered Products

Microsoft Defender

 Microsoft Defender for Office 365

 Microsoft Defender for Identity

 Microsoft Defender for Endpoint

 Microsoft Defender for Cloud Apps

 Microsoft Entra ID Protection

Microsoft Sentinel



Threat Protection Workshop 
Delivery Phases



Threat Protection Engagement (Attack Simulation) phases and activities 

Pre-engagement Call 

– 2 hours

• Introductions

• Engagement walk-through

• Expectations

• What’s next

Threat Protection Engagement (Attack 

Simulation) questionnaire

• Fill in and return the questionnaire

• Other pre-engagement preparations

Pre-
engagement

Kick-Off Meeting – 2 hours

• Engagement walk-through

• Engagement tools

• Expectations 

• What’s next

Define Scope – 1 hour 

• Define and document 

deployment scope

Setup of the Trial tenant

– 5 hours *

• Creation of a new trial tenant

• Setting up users and resources as 

per agreed deployment scope

Engagemen
t Setup

Setup of Attack Simulation tool
– 2 hours

• Configure attack simulation 

tool and attack scenarios

Attack Simulation
– 1 hour

• Launch attack simulation

Attack 
Simulation

Exploration and Report Generation 

– 4 hours

• Attack Simulation Exploration

• Threat Exploration

• Report Generation

• Attack Simulation

• Threat Exploration

Exploration 
and Report 
generation

Results Presentation and 

Next Steps

– 3 hours

• Present and discuss results

• Record next steps

• Discuss next steps

Results 
Presentation

* Effort depends on agreed scope

Delivery duration: ~2 weeks



Thank you.



THANK YOU!
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