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Why Choose Our Threat Protection Workshop?

• Experience first-hand Microsoft’s advanced security products in your Production environment.

• Discover real security threats and vulnerabilities that can cause risks to your M365 environment across email, identity, and 

data.

• Map discovered threats and vulnerabilities with Microsoft’s advanced security products, including Microsoft Defender and 

Microsoft Sentinel

• Work together to develop a security roadmap using Microsoft’s advanced security products.



Threat Protection Workshop 
Covered Security Products



Covered Products

Microsoft Defender

 Microsoft Defender for Office 365

 Microsoft Defender for Identity

 Microsoft Defender for Endpoint

 Microsoft Defender for Cloud Apps

 Microsoft Entra ID Protection

 Microsoft Defender for Vulnerability Management

Microsoft Sentinel



Threat Protection Workshop 
Delivery Phases



Threat Protection Workshop phases and activities

Pre-engagement Call 

– 1-2 hours *

• Introductions

• Engagement walk-through

• Expectations

• What’s next

Threat Protection Workshop 

questionnaire

• Fill in and return the questionnaire

• Other pre-engagement preparations

Microsoft Defender for Endpoint 

Overview – 1 hour [optional]

• Microsoft Defender for Endpoint 

overview presentation

Microsoft Defender for Identity 

Overview – 1 hour [optional]

• Microsoft Defender for Identity 

overview presentation

Pre-
engagement

* Effort depends on modules delivered

Readiness

[optional]
Engagement 

Setup

Kick-Off Meeting – 1 hour

• Engagement walk-through

• Engagement tools

• Expectations 

• What’s next

Define Scope – 1-4 hours *

• Define and document deployment 

scope

Configuration

– 1-10 hours *

• Setup trial licenses

• Configure engagement tools

• Threat Check

• Endpoint Protection module

• Hybrid Identity Protection module

Change Management [if required]

• Customer to go through their 

change management process and 

obtain approval for configuration 

changes as per defined scope

Hybrid Identity Protection –

Complete Sensor Deployment

• Customer to complete deployment 

of Microsoft Defender for Identity 

sensors on their own after initial 

set deployed together with the 

partner

Delivery duration: ~3-4 weeks



Threat Protection Workshop phases and activities 

Cloud Discovery Log Collection 
– 1 hour

• Upload cloud discovery logs

Threat Exploration and Report Generation 

– 4-16 hours *

• Threat Exploration

• Threat Check

• Endpoint Protection module

• Hybrid Identity Protection 

module

• Proactive threat hunting [optional]

• Endpoint Protection module

• Report Generation

• Threat Check

• Endpoint Protection module

• Hybrid Identity Protection 

module

Threat Results Presentation – 2 hours

• Present and discuss results

• Record next steps

Customer Conversations - 1 hour

• Selected MS Security Conversation

• Customer Cost Savings Conversation

Microsoft Security Demos – 2 hours

• MS security experience

Next Steps Discussion – 1 hour

• Discuss next steps

Engagement Decommissioning 

– 1-2 hours

• Remove uploaded logs

• Remove configuration changes

• Deactivate trial licenses

Threat 

Exploration 

Report 

generation

Workshop 

Day

Engagement 

Decommis-

sioning

* Effort depends on modules delivered

Data 

Collection

2-3 weeks



Thank you.



THANK YOU!
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