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Challenge
Difficult to navigate recommendations.

- Product group blogs, docs.microsoft.com, 

new threats, roadmap, etc.

Difficult to manage configuration and security 

baseline drift.

Constant flow of new recommendations and 

features.

Difficult to have overview of service principals 

and privileged access.

The solution

Checks more than 100 different settings and 

recommendations each night.

Notifications of noncompliance, with reports 

presented in portal.

Detailed instructions on «Why this policy?», 

«How to remediate?» and «How does this affect 

my users?».

Customer value

Customer can be sure that the security 

services they are licensed for, are utilized.

CXO level report with “traffic lights” to 

document progress in security posture.

One place to get recommendations for 

tenant.

Ensures that the Microsoft 365 and Azure security posture is managed 
properly and follows best practices from Microsoft and TietoEVRY

Cloud Compliance and Security Portal (CCSP)
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What permissions are needed by the service?
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• Consent to application with delegated permissions only

• Reader on Azure Subscriptions

• MCAS API read only token

• User account with

• Global Reader

• Security Reader

• Authentication Policy Administrator (Required in order to read certain things not currently provided by Global Reader)

• SharePoint Administrator (Required in order to access SharePoint Online PowerShell)



Where is the service running?
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• Azure native service, built with Azure PaaS services running in customer preferred Azure data center (West 

Europe by default)

• Running in an Azure subscription in a tenant managed by Public Cloud Norway, TietoEVRY


