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OPERATOR CLASSES -

Information Pretection &
Compliance
on Microsoft Cloud

¢ RETHINK SECURITY

YOUR COACH IN DIGITAL SECURITY
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About our offering

SETUP AND MAINTAIN YOUR COMPLIANCE

For Customers who want to establish a mature level of
Information Protection and Compliance. And then want to
constantly improve while monitoring compliance related

events on a day-to-day basis.

“Rethink Security”

We believe that security can be an
enabler for digital transformation,
for resilient growth.

We support organizations to
modernize their security approach,
to develop a new security model to
meet these challenges.

Organizations find that protecting
and governing important data is
more challenging than ever.

To improve the management of
important data, we need to:

¢ know the data,
¢ protect the data,
¢ prevent data loss

* and govern your data

- Q)]

Advise
Identify Security Risk

Our triple A approach

Activate

Resolve Security Risk

We developed our Rethink
services to lead that journey, to
empower you, to embrace digital
transformation with confidence
and grow resiliently.

It is about keeping your data
secure, while keeping productive
at the same time. We believe you
do not have to choose. We can
help you get both, so that you do
not have to compromise in either
area. We look at security and
productivity as one.

o)

Adopt
Monitor, Manage
& Improve

At Toreon, we believe that security is a journey. Our commitment to our
client's security and compliance is long term.

We approach security in a structured way. We start by advising change
based on your current situation, the risk you face and the risk appetite
of your business. The advise phase ends with a clear roadmap. We then
activate your potential by creating projects that mitigate the risks we
found. The adopt phase is our long term commitment. We make sure
progress is never lost, by monitoring security and compliance, constantly
making improvements and installing a security culture.

This is how we truly increase your organization’s security maturity.

Zero-Trust

DIGITAL TRANSFORMATION
IS DRIVING BIG CHANGE
FOR YOUR BUSINESS. WITH
BIG CHANGE, COME BIG
CHALLENGES.

Organizations are implementing
a cloud-first strategy to support
their digital transformation
moving business processes to
the cloud.

Next:

¢ T is faced with managing
and protecting a growing
volume of users, apps and
data, ...

¢ while also meeting data
privacy and compliance
requirements such as GDPR,
CCPA, HIPAA, SOX, ...

¢ Cyberthreats are constantly
changing, ...

It's not enough to build a moat
around a castle, or a firewall
around a network.

In today’s client-first, cloud-first
world, the internet is the primary
network.

People need access to
applications and services
anywhere.

That requires a new security
approach.

In Zero Trust, your identity is the
cornerstone of security. We first
make sure this is solid.

Data is your most precious asset.
That's where our main focus lies.

We check security and
compliance and constantly
improve your security posture.

TOREON T + YOUR COACH IN DIGITAL SECURITY
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Our Data Journey e T ——
and boost Identi-

OUR SERVICES INCLUDE: ty Protection

¢ Zero Trust assessment: using interviews and data capturing, we

get to understand your current security posture in the cloud. LT

‘Inspire’
¢ We identify the most important data users and implement Information
special protections on their Identity. We fix any other problems : il
L . . . Identify Workshop
with identity and endpoint before moving on. .
important
+ We do the Microsoft ‘inspire’ workshop to help you understand data

what we can do for Information Protection in M365 and Azure

¢ We learn which data is the most important;

Compliance
¢ Understanding your data compliance requirements; requirements

¢ Understanding your policies and processes;

¢ Creating Information Classification Scheme & Processes
Verify
¢ Implementing Data Classification and DLP in M365 and Azure Policies &

Processes

Implement
Compliance
checks for VIPs Create
Activate and Critical Classification
standards on Data Scheme

M365 and Azure Implement |\ g Processes
Data Classification

& DLP

Current status
and LT goals

¢ Implementing Compliance checks in M365
and Azure: identifying actions that trigger
events and alerts, focused on important data
and VIPs

Improvement
Roadmap &
Define adopt

cycles

Plan
Adoption
Phase

Evaluate P
breaches

New Improve
features Compliance

¢ Activating standards and compliance such as
ISO27001, NIST, GDPR on M365 and Azure.

* Review your status and define long term goals

¢ Determine improvement roadmap and timing.
Define improvement cycles.

The we increase maturity by repeating:
¢ Plan the adoption cycle
* Monitor compliance breaches

¢ Improve Compliance levels with planned
actions

¢ Implement new Microsoft features

* Report, evaluate and start a new cycle

TOREON T «
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CHECK OUT OUR AREAS OF EXPERTISE:

@ GOVERNANCE, RISK & COMPLIANCE (GRC)

Our GRC consultants improve the security of our
clients’ businesses by applying their knowledge of
security frameworks, such as 1ISO27k, NIST, CIS and
GDPR to (gradually) increase the security maturity
level of our customers by defining organizational

as well as technical policies, processes and control
measures, based upon the risks and other contextual
requirements of the customer. These policymakers
define what an organization must do to be secure.

@ SECURITY ARCHITECTURE

Our security architects define how organizations
can be secure by translating business and security
requirements into technological solutions that can
be implemented to ensure an adequate security
baseline. Our architects have different knowledge

niches ranging from IAM and network security to cloud

security.

U APPLICATION SECURITY

Our application security consultants guide
development teams to include security in all phases
of the software development lifecycle. By using the
OWASP Software Assurance Maturity Model (SAMM)
they introduce security best practices, including but
not limited to threat modeling and secure coding
guidelines, in order to facilitate security by design.

Advance with us

h ICS/IOT SECURITY ARCHITECTURE

Our ICS security consultants focus on securing OT
environments of our customers. They perform SCADA/
ICS/OT security assessments and assist customers in
establishing or extending their SCADA/ICS/OT security
program. This includes setting up zoning concepts,
creating network and system designs, providing
awareness sessions and creating policy documents.

ﬁ ETHICAL HACKING

Our ethical hackers verify the security levels of our
clients’ networks and applications. Using hacking best
practices and creative technical skills, they think of
original ways to circumvent the protective measures
that have (or haven't) been applied.

6 CLOUD SECURITY

The cloud is the new infrastructure we build our
systems on. Our experts use a ‘Zero Trust’ model to
design strong cloud-ready security measures. This
way our clients can use all the benefits of working in
the cloud, while keeping their business secure.

At Toreon we believe in trust and
privacy as enabler for business
resilience.

Security is the fuel - which runs on
trust. We support you to stay one
step ahead, keeping customers,
company, and employees safe

Unlike traditional IT partners, we
are 100% focused on Cybersecurity
and Governance, Risk and
Compliancy.

We are the only digital security
coach who is fully dedicated to

empower organizations, teams,
people who see security as an
enabler for digital transformation &
resilient growth.

We are ahead of the curve: we
deploy the latest innovation in
security solutions to guide our
costumers and partners in Belgium
and abroad to a higher security &
privacy level.

That's how we create trust in our
digital society. Advance with us,
every day, for the years to come.

Toreon BV
Grotehondstraat 44 1/1
2018 Antwerpen
Belgium

+32 33 69 33 96
info@toreon.com
www.toreon.com
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