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In 2019, nearly 870 million records were compromised in data breaches. Each data breach has an average cost
of more than $8 million and an average of more than 280 days to identify and contain it.

So it's no surprise that credit card data breaches continue to be one of the most pressing concerns for
merchants, retailers and enterprises - thanks to the astronomical cost, lost customer loyalty and brand
damage a breach brings.

The Bluefin and Transact P2PE Solution

Transact has partnered with Bluefin to provide the security and PCl scope reduction of our PCl validated Point-
to-Point Encryption (P2PE) solution for colleges and universities utilizing Transact Payment’s Cashiering
module to process in-person payments. PCl-validated P2PE secures credit card data immediately upon swipe
or dip in the payment terminal, ensuring that no clear-text data is available through the POS or network.

What You Get with Validated P2PE

€ Reduce PCI Scope: Merchants that implement PCI P2PE in their card present environment reduce their PCI
Self Assessment Questionnaire (SAQ) to 33 questions (from 329 in an SAQ D)

€ Cost Savings: PCl| P2PE reduces PCI costs by over 70%, with savings from reduction in penetration testing,
vulnerability scans, compliance assessments and more

€ Highest Level of Security: PCl P2PE solutions have been fully vetted by a third party and adhere to rigorous
key injection, chain of custody, device management, and hardware decryption standards

Simplified Device Management

Transact customers have access to our P2PE v Manage: Users, Partners, Clients, Locations

Manager®, a 100% online system that enables v Devices: Device Deployment, Activation, Termination
merchants to monitor the complete lifecycle of each  + Shipments: Track Device Shipping (chain of custody)
payment device while administering P2PE activities =~ + Equipment: Deploy New Equipment, Order Inventory

and ensuring compliance. v Transactions: Transactional, Device, User History
T ik v Attestations: Create or Upload Attestations
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