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What is observED

The Ultimate Proctoring Tool for Learning Institutions

observED is a top proctoring platform with out of the box integration

with Moodle. Ebse rved

observED enables educators and learning institutions to stay in control
of their online classes and exams by remotely keeping a close eye on
the students.

This multimodal solution allows institutions to maintain their
institutional integrity and prevent students from cheating at the exams,
allowing for safe operation of an online course with examinations.
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Typing DNA
|dentify and authenticate people using the
biometric fingerprint of one’s typing style

TypingDNA uses predictive analysis to record keystroke dynamics typj_ngdna

statistics about the keys a user presses and turning them into typing
patterns.

This modern keystrokes dynamics API can be used by developers to
secure their apps, educational institutions to identify the students at
exams and companies during the onboarding process.
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ObservED

Tremend Proctoring Platform

observED is a top proctoring platform with out of the box
integration with Moodle.

observED enables educators and learning institutions to stay in
control of their online classes and exams by remotely keeping a
close eye on the students.
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Al Powered

Keystrokes Dynamics using TypingDNA
Predictive analysis to record keystroke dynamics statistics about
the keys a user presses and turning them into typing patterns.

Behavioural analysis
Based on the telemetry data captured during the exam, observED
compiles a coefficient of the student’s academic integrity.
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How it works?

v The student starts the online exam, as
usual;

Vv At random intervals, a popup with a
typing verification is required.

v Also at random intervals, telemetry
referring to the student's behaviour is
gathered and sent to ObservED platform
for analysis.

Integration capabilities

e Out of the box plugin for Moodle LMS,
installable from Site Administration.

e API-Based integration with custom
LMS
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eLearning Expertise
elL.earning & collaboration platforms

e Off-the-shelf or custom LMS solutions

e Platforms: Moodle, Drupal, Joomla, Dokeos, Docebo

e "Headless” agile eTraining module - integrated in customer systems
e Development, customization, deployment, maintenance

e Operation, devops/cloud hosting: AWS, Google, Azure

Multimedia elL.earning courses

e [nteractive courses, manuals, eBooks, games, 3D simulations,
VR, AR, Learning Bots

e Instructional Design

e Development, customization, localization, maintenance

Consultancy

e deploying training and knowledge building environments
e Integration of complex end-to-end el.earning solutions, including
building blocks COTS or custom
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Moodle LMS

Expertise and best practices

Moodle is the world’s most popular open source Learning
Management System, with more than 100 million users all over
the world and sustained by a strong community of partners and
independent developers.

We are strong believers in open source. This is just one of the
reasons for choosing Moodle as our main tool for enterprise
elearning platforms.

Our Services:

e Development and customization

e Theming

e Custom installation, configuration and monitoring
e Upgrades/migration

e Operation, devops/cloud hosting
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Some of the reasons
why we support Moodle

e Fasy management of courses, students, trainers,
learning paths, assessments & certifications

e Improved multilingual and globalization support to
deliver great digital experiences

e Manages a wide range of resources, from .ppt, .jpg
or .pdf files, to access to YouTube videos that could
be part of an informal training and advanced
SCORM courses.

e Manages courses catalogue, repository for content,
certification, learning plans, notification system,
global search

e Apps for both Desktop and Mobile App

e Can be tailored to suit needs through
customizations

e APIs that allow integration with third-party
applications

e Standardized

e Responsive
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The Process

Here's the actual process of how observED functions

Typing Pattern Monitoring and Wizard Step

The following splay information about the Student’s Typing Pattern

X csv
[ ————

attern login: SUCCESS

teration Verification Score Date Hour

Time
SUCCESS 20:5
PM

FAILED 28 2019/06/12 8:21:33 00:0C
PM

SUCCESS 93 2019/06/12 8:21:59 00:0C
PM

We connect to each student
through TypingDNA’s AP

We require the student to verify
his/her own identity by typing a
certain text at random intervals

We display the results of each
typing interaction
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How does it work?

A simple 3-step process:

0.

02,

08,

Step 1: Typing Pattern Monitoring

observED verifies the typing pattern of each student using
TypingDNA's Al-based algorithm.

This process is based on advanced biometrics keystroke dynamics
and can be customized for each individual user.

Step 2: Browser Activity

The tool looks at the actions the users performs on his browser
client and ensures that no suspicious activity was performed
(browser tab switching, copy pasting)

Step 3: Camera Snapshots

observED takes camera snapshots at random intervals to verify
that the person sitting in front of the computer is the student, and
not someone else.
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Why do you need it?

AN
Understanding the growth of the proctoring market

The global proctoring market is growing at an astounding pace in 2020,
being driven mostly by the COVID-19 lockdown. An increasing number of
companies, universities, government entities or certification programs are
now using proctoring services to deter cheating during student
examinations or verify identity during employee assessment.

Online proctoring tools, such as observED, use advanced algorithms
and machine learning software to prevent cheating by trying to identify
unnatural behavior. Students are tested and monitored continuously,
suspicious behavior being flagged for administrative review.
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Why do you need it?

observED Platform

Send telemetry data

Moodle LMS Hry, Telemetry service Face comparison
. . 2 Typi ttern, webcam,
Integration out-of-the-box via V— S’?es, ypm:(:\,a\,sz:r;cvt\ilsn o
Moodle Local Plugin ARy > @
Tenant Reporting API Microsoft
based
Custom LMS

7 Verificati Cognitive
communication erifications reports . Services

i Al Scoring Module Typing Verification Module

Integration for: pP

JS SDK for verification popup L 99?\?'5‘

HTTPS API requests for telemetry data \,\’(‘(

Configuration settings @ @
HTTPS API requests for reporting
and configuration Tenant API Key, l l

number of verifications
Tremend Al TypingDNA Service
Proctoring Score

High-level architecture describing the APl communication
as well as modules and 3rd party service integrations
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Why Choose ObservEd?

Explore some of the reasons why you should use our
tool for your exam monitoring needs

®

Prevent dishonest Stay in full control over
behavior and protect the entire process

your credibility as an using the built-in
institution manager AP
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|

Save money in the
process by not having
to invest in costly
physical infrastructure
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Driving agility into high
complexity projects

oo IMPACT STAR Award  JTRC. M 1000
Technology Fast® by Deloitte. Technology m Europe’s Fastest
FAST 50 CENTRAL EUROPE 2020 s Growing Companies

A
3
B
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15+

years of software engineering

800+

projects delivered

20

countries on 4 continents

500+

software engineers
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Fastest growing tech company in Romania by Deloitte Fast 50

Tremend History

Company founded
- Internet of Things
- Mobile

First client: Qwikker

-1st infotaiment SOP
- Full size team:
Wind River

- Automotive

- Autonomous Driving
- Functional Safety

- Deloitte Fast 50 CE

Acquires 648 Group -
USA

- BVB League - IT
Company of the Year
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- Impact Star Award -
Deloitte Technology
Fast 50 CE

- Deloitte Technology
Fast 500 EMEA 2019

- ePartnership Award
with Mastercard -

2005

) rainmachine -

(1st place) - 360+ SW engineers, 400+ t
- INC 5000 projects eFinance Gala
- FT1000 Business Partnership: - New Products:
- 40 engineers . Mellanox Technologies observED, TORP
- Aut ti - CloudMatix - Opening new - Salesforce B2C
utomotive i { Commerce Certified
N —— - Banking & Finance loT department o G
- Enterprise SW Industry Framework il elslien el -Tech & Innovation - New office in
1 - QA services, UI/UX - Machine verification services P £ L b
B Fu” size team: ) FU” Size team: ING Learnlng A I . ASIC Design artnel:- ; uropean uxem Ourg
Orange Microservices Commission and - TORP wins
Financial Services Unit other EU institutions eSolution Of The
- R&D projects: VeamrT Avweie -
HumanolD, N
Graphomaly eFinance Gala 2021
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NETFLIX

HotNews. o
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Fastest growing tech company in Romania by Deloitte Fast 50

Trusted partner in delivery and innovation
for Fortune 500 Companies

ING Honeywell  Carrefour ({9
0 //<\\\ d
& Santander M locitech \ 24 &
Mellanox e RENAULT vodafone

4 banks, 2 Telecom, 5 Car

manufacturers chose
Tremend

60+ million people use
solutions built by Tremend
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Actility

Ruif'feisen
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Worldwide and regional firsts in
eCommerce, Automotive and loT
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Fastest growing tech company in Romania by Deloitte Fast 50

High complexity software solutions

Agile Transformation Advanced Engineering Emerging Technologies
Build robust, scalable platforms Experts in embedded,automotive, Bring practical uses of new

for enterprise applications. networking and loT software technology to our customers
deploying training and knowledge loT - End-to-end Machine Learning & Al

building environments Infotainment Anomaly Detection

Omnichannel Customer Experience ASIC design & Firmware Blockchain

Microservices & Cloud ADAS & Functional Safety RPA

Enterprise Content Management
eCommerce & Marketplaces

Telecom o elearning o Financial Services o Automotive o Retail o Manufacturing
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Contact us to learn more about ObservED

We're always happy to talk!

email: hello@tremend.com

address: Olde Towne Pkwy, Av. des Nénuphars Timpuri Noi Square, 10 Southampton
Duluth, GA 30097 30, Auderghem 1160 TNOZ2, 4th floor St, 6th floor
Atlanta GA, US Brussels, Belgium Bucharest, Romania London, UK

tremend.com



