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Instructions for clients interested in the mailbox scanner

How to Register

Choose 
Region

An email administrator goes to the scanner website, and chooses the applicable 
region (Americas, EMEA or APAC) for where their mailboxes reside

Create   
Account

Administrator clicks ‘Sign up now,’ creates the account, and provides their 
organization’s M365 Tenant ID

Grant 
Permission

Administrator grants permission for the tool to access mailbox and user data 

Email 
Scanning

A message retrieving service is launched to gather 1 month of data. An isolated 
MailMarshal instance is launched, which then processes the emails gathered

Delivered 
Results

The results are available in the portal within ~1 business day. Mailbox data is used 
in transit and not stored at rest at any time  
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https://mailboxscanner.mailmarshal.cloud/


Sample Reports
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Sample Findings

1 Overview Scanning Report

Employees with Threats2

3 Domain & DMARC Status

4 Threats Found in Environment

5 Actions to Improve 

Security Posture

Provides a scan summary of all your results

Highlights the number of email threats found per each employee

Reviews all domains on the tenant and verifies the DMARC status

Showcases all threats found and categorizes 

by threat type

Displays actions that 

should be taken to improve 

security posture
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Summary view of:

• Threats found

• Employees with threats

• Threat types

• Domain DMARC status

Scan summary
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Highlights the number of email threats found per each employee

Employee Information
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Threats

Showcases all threats found and 

categorizes by threat type, including:

• Phishing

• Malware

• Suspect attachments

• Spam

• Others
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Reviews all domains on the tenant and 
verifies the DMARC status

Domains
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Recommended Actions

Displays actions that should be taken to improve email security posture
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