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1. Objective  

 
The purpose of this document is to assist users in how to acquire and use the functionality of the 

CloudAtlas AI Guardian. This portal assists the user in analysing the 

current IT environment to utilize the services of AI to reduce cost, provide business agility, and drive 

innovation.  

 

2. Intended Use and Target Audience 

 
This document is intended for reference by the target audience, which includes the company's internal 

personnel, customers, and partners. 

 

3. Overview 

 
CloudAtlas Cybersecurity comprehensively evaluates cybersecurity capabilities for deployed Artificial 

Intelligence models. This exclusive CloudAtlas AI Guardian serves as the cornerstone for devising a 

precise strategy to enhance your workflow. 

 

4. Accessing the Portal 

 
Click the link below to access the CloudAtlas AI Guardian login page. 

 

https://cyberressai.azurewebsites.net/  

 

 
Fig 1: Username and Password 

 

Kindly provide your username (email address) and password to proceed. 

 

 

https://cyberressai.azurewebsites.net/
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Fig 2: Accepting the Terms and Conditions 

  

Proceed with sign-in after accepting the terms and conditions. 

 

5. Questionnaire  
 

 
Fig 3: Main Dashboard Landing page 

CloudAtlas AI Guardian enables the implementation of advanced security protocols, such as listed below:  

• NIST AI RMF 

• Microsoft AI Benchmark  

• EU AI guidelines 

• Singapore's regulatory measures.  

This comprehensive assessment includes a thorough evaluation of the AI model's maturity level, 

complemented by a customized questionnaire to accurately monitor and identify the specific 

vulnerabilities within the AI system. 
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Fig 4: Framework 

 

You can select a framework from a drop-down menu that includes NIST AI RMF, Microsoft RAI 

Benchmark, European Union AI, NITI Asyog, and the Monetary Authority of Singapore. 

 

 
Fig 5: Category 

 

One may opt for the Assessment category dropdown list, which comprises of options like Govern, 

Manage, Map, and Measure. 

 

 

 

5.1 NIST AI RMF framework 
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Fig 6: the NIST AI RMF framework dashboard 

 

You can view the dashboard of the NIST AI RMF framework above  

Formulated by the National Institute of Standards and Technology (NIST), the NIST AI RMF Benchmark 

diverges from conventional performance metrics. It constitutes a framework designed to assist 

organizations in the risk evaluation and mitigation of Artificial Intelligence (AI) systems.  

The framework presents an optional, systematic approach for pinpointing possible risks, upholding 

fairness, and encouraging the ethical creation of AI. 

5.2 Microsoft RAI framework 

 

 
Fig 7: the Microsoft RAI framework dashboard 

 

Embracing Responsible AI (RAI) is essential for addressing AI-related risks. It's critical to assess current 

protocols or establish new ones, ensuring technology is developed, and data is used ethically and 

responsibly while staying ahead of impending regulations. Early adopters of RAI will gain a competitive 

advantage that may prove insurmountable for their rivals. 
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5.3 European Union AI framework 

 

 
Fig 8: the European Union AI framework dashboard 

 

The EU AI Act represents a pioneering regulation aimed at fostering trust and oversight in the 

deployment of artificial intelligence throughout Europe. It classifies AI systems based on their risk levels, 

imposing more stringent regulations on high-risk systems. Developers are obligated to fulfil criteria to 

guarantee equity, openness, and user protection. This legislation advocates for conscientious AI 

advancement and shields individuals from potential risks linked to AI technologies. 

 

5.4 NITI Aayong framework 
 
 

 
Fig 9: The NITI Aayong framework dashboard 
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NITI Aayog, the Indian Government's policy think tank, crafts policies and strategies to foster economic 

growth, social progress, and tech innovation. Its involvement in AI initiatives is more about shaping 

guidelines for ethical AI use rather than setting specific AI performance benchmarks or standards. 

 

5.5 Monetary Authority of Singapore framework 

 

 
Fig 10: The Monetary Authority of Singapore framework dashboard 

 

The Veritas Toolkit 2.0 was created through a partnership involving the Monetary Authority of Singapore 

(MAS) and various industry stakeholders. It serves as a resource for financial entities, aiding in evaluating 

and endorsing conscientious AI practices in finance.  

The FEAT toolkit emphasizes foundational values, including fairness, ethics, accountability, and 

transparency, to guide AI's ethical creation and usage in the sector. 

 

 

 
 

Fig 11: Excel sheet Questionnaire according to the framework 

You can download the Excel report for the questionnaire based on the required assessment type and 

category. 
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Fig 12: Ask UC Bot 

 

We have integrated an AI-powered UC bot to provide real-time security assistance and resolve issues 

quickly. 

 

 

6. Risk Area 
 

 
 

Fig 13: Risk Area 

 

We offer severity risk tiers, which rank potential risks in severity and range from very high to very low. 

Our goal is to help prioritise risk mitigation efforts, enabling a more focused approach to risk 

management. 
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You can check the risk status of various AI frameworks' security below. 

 

 

Fig 14: Risk Status with respect to NIST AI RMF framework 

 

 

Fig 15: Risk Status with respect to Microsoft RAI Benchmark 
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Fig 16: Risk Status with respect to European Union AI Benchmark 

 

 

 

Fig 17: Risk Status with respect to NITI Aayog Benchmark 
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Fig 18: Risk Status with respect to Monetary Authority of Singapore 

 

7.  Heat Map 
 

The Risk Mapping feature generates comprehensive heat maps to identify high-risk areas within the AI 

Security Risk Status effectively. This feature can be beneficial in assessing and mitigating potential 

security risks associated with AI. 

 

 

 
 

Fig 19: Heat Map 
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7.1 AI Security Risk Status 
 

According to the assessment categories, such as Govern, Map, Manage, and Measure, we classify 

potential risks as Very High, High, Moderate, Low, and Very Low, enabling targeted risk mitigation efforts. 

This categorization allows us to implement targeted risk mitigation efforts, which are necessary to ensure 

the security 

 
Fig 20: AI Security Risk Status 

 

 
7.2 Assessment Categories 

 

 
Fig 21: Assessment Categories 

 

This assessment provides an overview of risk assessment and governance, encompassing the categories 

of governance, management, mapping, and measurement. This includes evaluating security control 

selection, implementation, documentation, and baselining, as well as security control assessment. 
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8. Recommendation 
 

 
Fig 22: Recommendation 

 

We provide tailored recommendations that offer strategic guidance tailored to the severity of 

vulnerabilities, aiming to strengthen your AI system's Defense Mechanisms. 

 

 

8.1 Area-wise Vulnerability  

 

 
Fig 23: Area Wise Vulnerability 

 

This report provides an overview of the vulnerability levels of different areas based on the severity rating 

of high, medium, and low. This information can be used to assess the potential risks associated with each 

area and implement appropriate measures to mitigate them. 
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8.2 Secure Score 

 

 
Fig 24: Secure Score 

 

The Security Assessment Score offers a Secure Score Percentage to quantitatively evaluate and monitor 

the security strength of your AI system. 

 

8.3 Error Analysis 
 
 

 

 

Fig 25: Error Analysis 

We offer professional technical assessments to identify errors and provide effective remedial measures. 

Additionally, we provide recommendations to minimize the impact of such errors. 
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9. Costing Recommendations 
 

We offer Costing Recommendations personalized recommendations to enhance your AI system’s security 

posture. Additionally, we offer cost insights specific to the following regions such as Central US, Northern 

US, Southern Central US and Western US. 

 

 

Fig 26: Costing Recommendations 

This dashboard contains cost recommendations for the central US region, including service details, 

descriptive information, and cost breakdown. 

 

10. LLM Risk Assessment 
 

LLM Risk Assessment is crucial for ensuring safety, and security. It focuses on identifying vulnerabilities 

and risks associated with AI models, algorithms, and deployments. We offer three distinct types of LLM 

Risk assessments. 

Jailbreak assessment, PyRIT assessments and Content Safety Assessments 

 

10.1 Jailbreak 

 

The Jailbreak Assessment aims to uncover vulnerabilities associated with unauthorized access, privilege 

escalation, and security breaches within the LLM system.  
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Fig 27: Jailbreak assessment 

The Jailbreak assessment is categorized by Performance and Quality and risk and safety  

 

10.1.1 Performance and Quality  

 

 

Fig 28: Performance and Quality 

The performance and Quality Risk assessment is categorized by three matrices Coherence, Groundness 

and Relevance. 

 

10.1.1.1 Coherence 

 

Presented below is a graphical bar chart that illustrates the assessment based on 40 prompts. The metrics 

are contingent upon the specific questions posed and the corresponding answers provided. We quantify 
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the risk metrics by indicating an average risk score of 0.41. Furthermore, the risk is classified based on its 

severity. 

 

Fig 29: Coherence Dashboard 

Click on the “ View” icon; you will be redirected to the dashboard, as shown below. 

 

 

Fig 30: Coherence Dashboard 

This dashboard presents an overview of the questionnaire and evaluates the coherence, groundness, and 

relevance to generate a comprehensive bar chart analysis. 

 

10.1.1.2 Groundness 

 

Below is a bar chart that shows the assessment based on 40 prompts. The metrics depend on the 

questions asked and the answers given. We measure the risk using an average score of 0.21.  
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Fig 31: Groundness 

Click on the “View” icon; you will be redirected to the dashboard, as shown below. 

 

 

Fig 32: Groundness dashboard 

The dashboard provides an overview of the questionnaire while evaluating its coherence, validity, and 

relevance to generate a comprehensive bar chart analysis. 

 

10.1.1.3 Relevance 
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The bar chart presented below depicts the assessment based on 40 prompts. The metrics are established 

through the questions posed and the corresponding responses. Risk assessment is based on an average 

score of 0.18. 

 

 

Fig 33: Relevance 

Click on the view icon; you will be redirected to the dashboard, as shown below. We are evaluating the 

prompt response using these Python libraries. 

 

 

Fig 34: Relevance dashboard 

The dashboard provides an overview of the questionnaire while evaluating its coherence, validity, and 

relevance to generate a comprehensive bar chart analysis. 
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10.1.2 Risk and Safety 

 

The bar chart below illustrates the evaluation of 40 prompts. The metrics are based on the questions and 

responses, and we are using Python libraries for the assessment. 

 

 

Fig 35: Risk and Safety  

 

10.1.2.1 Violent Content 

 

 

Fig 36: Risk and safety dashboard 

Here, the assessment is related to violent content, and the bar charts are prepared based on a 40-

question questionnaire. The defect rate indicated is 0.91 %. Click on the view icon to view the dashboard, 

as shown below. Click on the “view” icon; you will be redirected to the dashboard, as shown below.  
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Fig 37: Risk and safety dashboard 

This dashboard provides an overview of the questionnaire, evaluates the reasons for violence and its 

severity, and presents the data in a comprehensive bar chart analysis. 

 

10.1.2.2 Self-harm-related Content 

 

 

Fig 38: Risk and Safety dashboard 

Click on the “view” icon; you will be redirected to the dashboard, as shown below. Here, the assessment 

is related to self-harm content, and the bar charts are prepared based on a 40-question questionnaire. 

The defect rate is 0%, which means there is no self-harm-related content. 
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Fig 39: Risk and safety assessment  

This dashboard provides an overview of the questionnaire, evaluates the reasons for self-harm and its 

severity, and presents the data in a comprehensive bar chart analysis. 

 

10.1.2.3 Sexual Content 

 

 

Fig 40: Sexual Content 

Here, the assessment is related to sexual content, and the bar charts are prepared based on a 40-

question questionnaire. The defect rate indicated is 1.82 %. Click on the view icon to view the dashboard, 

as shown below. 
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Fig 41: Sexual Content Dashboard 

This dashboard provides an overview of the questionnaire, evaluates the reasons for sexual and its 

severity, and presents the data in a comprehensive bar chart analysis. 

 

10.1.2.4 Hateful and Unfair Content  

 

 

Fig 42: Risk and Safety 

Here, the assessment concerns hateful and unfair content, and the bar charts are prepared based on a 

40-question questionnaire. The defect rate indicated is 0.45 %. Click on the view icon; you will be 

redirected to the dashboard, as shown below. 
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Fig 43: Risk and safety dashboard 

This dashboard provides an overview of the questionnaire, evaluates the reasons for sexual and its 

severity, and presents the data in a comprehensive bar chart analysis. 

 

 

10.2 Content Safety 

 

 

Fig 44: Content Safety 
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This dashboard provides details on AI Model Testing and Scanning results. The testing and scanning 

cover prompt injection, hallucination, plagiarism, toxicity model, and more. The dashboard includes the 

total number of prompts, the detected and undetected scores, as well as the risk score percentage and 

secure score percentage. 

 

10.2.1 Assessment Summary  

 

 

Fig 45: Assessment Summary 

 

 

Fig 46: Assessment Summary 
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10.2.2 Model Toxicity 

 

 

Fig 47: Model Toxicity 

The dashboard includes the details of the prompt and the corresponding response, as well as an 

assessment indication of safe, indicated by green and low, indicated by orange. Additionally, it provides 

recommendations and a reference URL. 

10.2.3 Prompt Injection 

 

 

Fig 48: Prompt Injection 

The Prompt Injection dashboard provides details of the question prompt, assessment results, 

recommendations, and reference URLs. 
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10.2.4 Plagiarism Detection 

 

 

Fig 49: Plagiarism Detection 

The Plagiarism detection dashboard includes the assessment prompt questionnaire and response 

prompt, the assessment, the recommendations  

10.2.5 Image Toxicity 

 

 

Fig 50: Image Toxicity 

The Image toxicity dashboard includes the image and response prompt, the assessment, the 

recommendations and the reference URLs. It also includes the details of hate, self-harm, sexual and 

violence details. 
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10.2.6 Model Hallucination 

 

 

Fig 51: Model Hallucination 

The dashboard contains information on the questionnaire prompt, response, assessment result, 

recommendation, and reference URL. 

10.3 PyRIT 

 

 

Fig 52: PyRIT Dashboard 

The PyRIT dashboard includes the details of the assessment category and assessment results, such as risk 

score and value. 
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11 Admin Center 
 

 

Fig 53: Admin Center 

The admin centre contains details of various industries, such as financial services, healthcare, retail, 

manufacturing, criminal justice, social media, employment, automotive, telecommunications, and 

government services, along with different frameworks. 

 

     11.1 Configuration 

 

 

Fig 54: Configuration 
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11.1.2 Evaluation 
 

a. Jailbreak Evaluation 

 

Fig 55: Jailbreak Evaluation 

You can select the evaluation you require from the drop-down menu, such as a Jailbreak evaluation, a 

PyRIT Evaluation, or a Content Safety Evaluation. 

 

 

Fig 56: Jailbreak Evaluation 

Click on the “view” icon, you will be redirected to the dashboard as shown below. 
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Fig 57: Performance and Quality 

You will be redirected to the performance and quality dashboard as shown above. 

b. PyRIT Evaluation 

 

 

Fig 58: PyRIT Evaluation 

Click on the “ View” icon, you will be redirected to the dashboard as shown below. 
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Fig 59: Evaluation Dashboard 

 

You can select from the Evaluation assessment as per requirement. This dashboard includes the details of 

the evaluation category,  

 

 

 

Fig 60: Evaluation Category 
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c) Content Safety Evaluation 

 

 

Fig 61: Content Safety Evaluation 

Click on the “View” icon; you will be redirected to the dashboard, as shown below.  

 

 

Fig 62: Evaluation Description 

This dashboard contains information about the questionnaire prompt, assessment results, 

recommendations, and reference URLs. 

 


