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An all-in-one attack surface and
third-party risk management solution.

UpGuard is an all-in-one attack surface and third-
party risk management solution.

UpGuard is a cybersecurity platform that helps
global organizations prevent data breaches,
monitor third-party vendors, and improve their
security posture. Using proprietary security
ratings, world-class data leak detection
capabilities, and powerful remediation workflows,
we proactively identify security exposures for
companies of all sizes.

By scanning millions of companies and billions
of data points each day for security issues and
misconfigurations, UpGuard helps you improve
your security posture and monitor your vendors,
reducing your third-party and fourth-party risks.
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3 Website risks

@ Unnecessary open ports 1

@ Emails can be fraudulently sent 1

DMARC not enabled

DMARC record is not present. This may allow spammers to send mes
from this domain. The DNS record for the domain should be modifiec

Expected
Cyber security rating globalbank.com

[does not contain version nul

@ 850/950

Auto scanning cyber security rating

This score is based on running a comprehensive suite of
automated tests against the domains owned by globalbank.com

' Protected by
UpGuard

800bn+ 1.9bn+ 55k+

Evaluations per day Records secured

Exposures detected daily
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What our customers are saying poer
5.0

We have many cloud-first vendors so the UpGuard platform allows us
to be granular and gives us an interesting layered insight on our supply
chain that could have a critical impact on our operation.

15‘»

Andrew Lawrence
CIO, Superloop

By automating risk detection and assessment, UpGuard has helped
increase our cybersecurity performance, while getting efficiency through
automation.

Thomas McCosker
Head of IT, Taylor Fry

UpGuard has given us a view of our vendor security posture. The ability
to launch a questionnaire or ask for a plan of remediation for items that
show as vulnerable is also a great added value.

Gartner Peer Review

Services Industry
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What makes UpGuard different?

First, third and fourth-party &
executive reporting

Generate executive-level risk
reporting on your entire security
posture at any time, including third
and fourth parties. Use metrics that
your executive team and board can
understand to see your security
posture.

Data leak detection &

Track, identify and detect data that
your organization might be leaking,
from exposed credentials and
datasets to employee and financial
data. Our analysts will help close any
identified data leaks.

Managed vendor assessments ),

Relieve the burden of running

your third-party risk management
program with our team of expert
third-party risk analysts with our
flexible managed services. We can
just manage your critical vendors, or
fully manage the TPRM process for
all your vendors.

Security ratings

Assess and benchmark the posture
of your own organization and your
third-party vendors. Unlike some
providers that take 3-4 weeks to
monitor a new vendor, our platform
rates over 10 million companies
every day.

Security questionnaires

Send vendor security questionnaires
from an extensive library of
templates that map to frameworks
including ISO 27001, CPS 234 and
NIST Cybersecurity Framework.
Keep an audit trail and eliminate
email back-and-forth.

Vulnerability detection
and management

Discover and assess known
vulnerabilities. Request remediation
of verified and unverified
vulnerabilities in first and third-party
remediation workflows.
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Our products

’o\ UpGuard Vendor Risk

Third-party risk management

UpGuard Vendor Risk continuously monitors your
vendors, automates security questionnaires, and
reduces third and fourth-party risk.

8 UpGuard BreachSight

Attack surface management

UpGuard BreachSight monitors your attack
surface, prevents data breaches, discovers leaked
credentials, and protects customer data.

e UpGuard CyberResearch

Managed security services

UpGuard CyberResearch scales your third-party
risk program, and continuously monitors your
organization and your vendors for data leaks.
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Finding ¢ Risk Category Domains at risk
@ SSL not available Critical Website risks 12 / 24 domains

SSL is the standard encryption method for browsing websites. Enabling SSL requires installing an SSL cert

globalbank.com (n) 721 10 risks identified  Request remediati
globalbank.co.uk 560 18 risks identified Request remediati

Managed vendor View risk assessn
@ 8 5 O @ Critical 2 risk
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