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CyberProof
Threat Exposure
Management with
co-managed
cybersecurity services

Fortify your cybersecurity strategy and
defense readiness with threat
exposure management.
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Problem statement

Many large enterprises often struggle to manage risk across the constantly evolving threat
landscape, especially when using siloed security controls and tools to meet compliance
demands and address attack surface coverage.

Alongside this, security defenses frequently fall behind in updating detection and response
techniques as threats evolve, resulting in security gaps, reduced visibility into control
effectiveness, and difficulties in prioritizing investments and proving ROI.

As threats evolve, existing security defenses can lag in updating detection and response
techniques, addressing key exposures to attacks and protecting critical systems resulting is
unacceptable risks to the organization. There are simply not enough resources to address all
the potential risks.

Solution

CyberProof, powered by Interpres Security™, offers a continuous,
custom threat exposure management (TEM) solution that
provides a comprehensive view into organization threat exposure
and defense readiness - within minutes.

As new threat actors and tactics emerge, automated
threat exposure and gap analysis is critical to
maintaining real-time visibility into the cybersecurity
ecosystem. With CyberProof, enterprises can now

receive quantifiable data and targeted
recommendations to close security gaps and develop
detection and response strategy adapted to the ever-
changing threat landscape.

CyberProof offers a continuous, custom threat
exposure assessment service that provides a
comprehensive view into organization threat
exposure and defense readiness - within minutes.

(For qualified customers only.)
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What we do differently?

CyberProof believes that enterprises must focus their limited resources on threats that
matter to them, address key exposures and improve their defense posture to ensure clear
reduction of risk, especially where fast evolving and disruptive attacks are involved.

Our solution provides a continuous view of exposures and required changes in your defense
posture required to reduce risk of attack. CyberProof, powered by Interpres, is the only
cybersecurity services company that provides a continuous and integrated approach
between attack surface and threat defense management.

What we do?

CyberProof has integrated its attack surface management (ASM) and TEM with some of the
following services:
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Managed Use Case Vulnerability Advanced Threat Penetration
Dection and Management Management Hunting Testing
Response (MDR)

You can find the complete list of services here: https://www.cyberproof.com/security-services/

Benefits of TEM

Identify the threats most likely to target your organization.

Baseline your current exposure and assess your organization’s cyber defense readiness.
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Prioritize exploitable vulnerabilities being leveraged by adversaries that target
organizations like yours.
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Ensure your detective and preventive controls match the threats and vulnerabilities that
matter the most.

Identify coverage gaps.
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Get tailored recommended improvements to optimize your security stack.

Contact CyberProof via the “Contact Me” button or register here
https://www.cyberproof.com/threat-exposure-assessment/


https://www.cyberproof.com/
https://www.cyberproof.com/security-services/
https://www.cyberproof.com/threat-exposure-assessment/
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Package 1
Attack-Defense Assessment

This assessment uses customized cyber threat intelligence and static input from your security
tools, together with a 30-day solution license.between attack surface and threat defense
management.

Benefits Timeline

Custom threat profile using advanced cyber The entire process, including assessment review
threat intelligence (CTI) technologies and meeting, should take a week or less under
services. optimal conditions. The TEM solution instance

Demonstrate TEM's capabilities to will be provided for up to thirty days.

continuously assess security posture against
threat actors, their campaigns, their tactics Pricing
and techniques.

USD 5000
Provide remediation recommendations
for security posture, using TEM's knowledge (This services fee can be applied to the cost of
base and CyberProof Use Case catalog. one of the following two packages .)

Deliverables

CyberProof will use data from industry-
leading threat intelligence sources and TEM
to develop your organization’s threat profile,
personalized for your industry vertical and
geographic locations.

CyberProof will provide a TEM solution
instance to examine the relationship between
threat actor and your notional defense and
exposure gaps.

CyberProof will generate a personalized
threat profile report for your organization.
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Package 2

CyberProof Threat Exposure Management (TEM)

This is an annual license. Connect your TEM instance with read-only APIs to your SIEM, EDR,
Vulnerability Scanner and Active Directory (at minimum).

Benefits

Receive a continuous view of your exposure
and defense gaps.

CyberProof Customer Success supports
your adoption of the TEM solution.

Optional additional related services

e CyberProof Threat Intelligence teams
continuously interpret and update threat
intelligence information including threat
actors, their active campaigns and their tactics
and techniques.

¢ CyberProof Use Case Management service
continuously delivers new detection rules,
playbooks and automations to improve your
defensive capabilities.

e CyberProof offers expert help to advise on
remediation plans to improve your security
posture and maturity.

e CyberProof will conduct an analysis and
develop a strategic security content plan,
detailing use cases to implement based on the
security posture, log collection architecture,
and optimization of ingestion and processing.
Deliverables include a security budget
optimization plan and an optimized security
logs architecture.

Deliverables

CyberProof will work with your team to
connect uni-directional read-only APIs
between your security solutions and the TEM
platform. Minimum requirements: SIEM,
EDR, Vultnerability Management and Azure
AD. Note: Out-the-box API connectors are
defined in https://docs.interpres.io/
integrations. For custom API conectors,
please discuss with CyberProof.

CyberProof will guide your team to analyze
and develop a strategic security gap analysis
and remediation plan.

Additional deliverables are based on the
optional additional services purchased.

(This services fee can be applied to the cost of
one of the following two packages .)

Timeline

This package is a platform service with annual
subscription and discounts for longer plans. For
a different time duration, please discuss with
CyberProof. The annual services price varies
based on the number of assets and endpoints
monitored.

Pricing
Please discuss pricing with CyberProof.

(This services fee can be applied to the cost of
the following package.)


https://www.cyberproof.com/
https://docs.interpres.io/integrations
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Package 3

CyberProof TEM with Defense Readiness

The TEM solution helps CyberProof deliver a measurable outcome unlike any other service
provider. It also helps us define ways to work together more effectively in a flexible way to provide
advanced cybersecurity managed services that fit your needs, your priorities and your budget.

Benefits

This package provides all the benefits of the TEM package above, as
well as the benefits of the additional complementary cybersecurity
managed services that you choose.

CyberProof’s TEM solution is easily combined with complementary
cybersecurity managed services to reduce your security gaps and
ensure optimal continuous security posture.

Complementary services include:

TEM helps define security priorities and next steps to reduce
security gaps and harden security posture. Read more about
CyberProof’s managed services here: https://www.cyberproof.com/
security-services/

CyberProof’s Managed Detection and Response (MDR) service
supports organizations with security incident expertise, visibility, and
control. Read more about CyberProof’s MDR services here: https://
www.cyberproof.com/security-services/managed-detection-
response/

CyberProof’s Use Case Management service helps clients define
their roadmap based on TEM analysis, design custom detection and
reponse solutions, and deploy use cases and remediation measures,
to strengthen your security stance. Read more about CyberProof’s
Use Case Management services here: https://www. cyberproof.com/
security-services/use-case-engineering/

CyberProof’s Vulnerability Management service complements the
TEM solution to proactively identify, assess, prioritize, and addresse
vulnerabilities with regular scans that detect weaknesses in software,
configurations, and network infrastructure. Read more about
CyberProof’s Vulnerability Management services here: https://www.
cyberproof.com/security-services/vulnerability-management/

CyberProof’s advanced Threat Hunting services provide enhanced
visibility and proactive defense to hunt for threats that may have
evaded your other defences, with hunting plans that are continuous
and tailored to your organization. Read more about CyberProof’s

advanced Threat Hunting services here: https://www.cyberproof.
com/security-services/advanced-threat-hunting/

Deliverables

All the deliverables of the
continuous threat exposure
management package above,

as well as additional service
deliverables depending on the
complementary service offerings
purchased.

Timeline

This package is a platform service
with annual subscription and
discounts for longer plans. For

a different time duration, please
discuss with CyberProof.

Pricing

Please discuss with CyberProof.
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Why CyberProof

As a UST company, CyberProof supports enterprises by keeping
them safe and secure from cyberattacks as they migrate to cloud-
native environments. Using a groundbreaking combination of virtual
analysts, expert human analysts, and automations, CyberProof
supports, extends, and continually optimizes your cybersecurity
operations while collaborating with your security team and critical
stakeholders in real time.

Safe in the knowledge that your data is now fully protected, you can
focus on achieving your critical business objectives and become the
global entity you are meant to be: agile, adaptive, and innovative.
Learn more at www.cyberproof.com.
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