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Cloud-Native Acceleration on Micrasoft Azure



Foundations: Our Cloud Native Development Accelerator

Why waste time building everything from scratch? Our Accelerator templates provide
strong Foundations for your cloud native development on Microsoft Azure.

Standardised Infrastructure
blueprints as Code

Test Cloud
automation configuration

Secure by Best practice
design DevOps pipelines

What's included

Advanced starting point for cloud native
development

Focused on non-functional requirements

Accelerate modernisation by up to 91 days

De-risk outcomes by using a proven and secure approach

Allows you to focus more quickly on delivering business value
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What Is Foundations?

* Pre-configured solution templates which act as an
advanced starting point to accelerate your Azure
Enterprise Application Development

+ Supports many common solution requirements
including web applications, APl development, data
integration, reporting & more

"election at the end -add

* Includes reference implementation for many _ob.select- 1

. jer_ob.select=1
common Azure PaaS services B <cene.objects. actiul

: : : W "Selected” + str(modifier i
* Focuses on implementation of best practice Non- gwirror_ob.select - ©

Functiona| Requirements (NFRS) bpy - context.selected_obM

fata .objects[one.name] .seM

« Foundations represents our “toolkit” for cloud wint(~please select exacthy
native development  CpERATOR CLASSES ——

« Enables us to deliver real business benefits for you
more quickly



Delivering real
Benefits

Our Azure Application
Development Accelerator provides
solution templates that will help

deliver real benefits to you
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Faster Delivery Reduced Risk
Accelerating delivery with Reduced risk using battle tested
automation and pre-built recipes solutions and automation

for common workloads

&

Increased Quality Secure by Design
Increased quality through System architecture that
standardisation and automation emphasizes the proactive

¥

Increased Agility

integration of security measures

Q

Focus on what matters

Flexibility, scalability, competitive Aligning your efforts with your

advantage, speed

organization's strategic goals,

user needs, and cost-efficiency
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Accelerating your application development

Normal Process

4

Architecture

Automation Documentation

J

DevOps Solution Setup Code Quality
+ + Front End Checks Framework ~ 21 weeks
Terraform Integrations + +
Development Backend Integrations
With Accelerators
Choose Accelerator & Clone
+
E— -2 weeks
+
Knowledge Transfer
+
Deploy & and Kick off Development
\.
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"NILO reporting is now a faster more comprehensive reporting service than ever

NatiOnal InCident Liaison Officer (N I LO) before ensuring National Highways customers have a better experience, stress free
° ° o journeys and improved journey times when travelling.”
project for National Highways b e

Tim Priest, National Operations Team Leader, National Highways

B Microsoft

Challenge
2023 Partner of the Year
To enhance communications and increase road safety, the customer sought to monitor e

and report occurrences more effectively. It was necessary to replace existing legacy s T
systems and enable modernised processes with tight delivery deadlines, which called for

an innovative approach.

Solution
Modernising a Mission Critical Incident Management and Road Safety system, essential to
the smooth running of England’s roads was a considerable undertaking.

We quickly scaled up a team and initiated a 3-month modernisation project. We used our
Application Modernisation accelerator (Foundations), re-architecting the current legacy

system, to build an Azure Cloud Native solution. Despite a tight deadline, we delivered on
time, within budget, and with exceptional results by keeping the business need and value
front and centre.

Outcomes

faster incident faster incident
creation. updates and closures.

faster

reporting.

national
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Global Partner of the Year

Version 1 named as Microsoft’'s Global Partner of the Year 2023 for
Modernising Applications.

* Major global recognition coming directly from our partnership with National
Highways and the innovative modernisation and transformation of their critical
but legacy National Incident Liaison Officers application (NILO).

BB \icrosoft

2023 Partner of the Year

Winner
Modernizing Applications Award
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Our Library of Preconfigured and Automated Azure Services

We can automatically provision and configure the most common services required for your needs

Automation
Library
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Azure
DevOps
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App Service
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Azure SQL Server
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Service Bus
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Key Vault
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App Insights
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Container Instances
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Postgres
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Monitor
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Functions

Redis Data Cache
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Event Grid
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VNET Gateways

Alerts
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VMs Static Web Apps

Storage Data Factory

Logic Apps
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P2S VPNs Azure Entra ID

Cost Alerts

Automation Accounts

Managed Identities
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App Registrations
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Infrastructure as Code to automate environment creation
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Azure DevOps
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DevOps Repos
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DevOps Pipelines
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AppService Azure Container Apps
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VNet App Service
Plan

Azure Storage Account

Database
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Best Practice DevSecOps pipelines
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Open PR

Merge to master.

Build Validation Pipeline

SonarQube Cobertura OWASP-DC
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Build Code-Quality Checks ~ Code Coverage Security Checks

Critical Path Testing

Postman

Dynamic Env

3

FB - v1.1.0-alpha0
PR-v1.1.0-pré

API Testing

End to End Tests

OWASP-ZAP
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Build Succeed?

e
SAST Security Check
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EZE Tests Succeeded Validation Checks

SonarQube Cobertura OWASP-DC

Trigger upon repoe change(when PR merged)

Build Code-Quality Checks

Code Coverage
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Security Checks
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Artifact
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Release Pipeline - DEV

v1.1.0
Release Tag to be added
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Release Pipeline - SIT

Failure.
Hotfix OR EugﬁxllGlllab Issue Title}
’ =
uild Succeed?
Open PR Build Pip Artifact
v1.1.0-pr10 vi.1.1

v1.XX

¥
Patch - when we make backwards compatible bug fixes/hotfixes [Automated)

Minor - when we add functionality/features in a backwards compatible manner [Automated)

vMa]or - when we introduce incompatible/AP| breaking changes [Manually Controlled] (e.g.as EPIC)

_—

Release Pipeline - UAT

Release Pipeline - PROD

Deploy to DEV

Extensive Testing

Deploy to SIT

Deploy to UAT

Deploy to PROD

Postman

OWASP-ZAP

D

AP Testing End to End Tests Performanca Tests

Penetration Tests
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Secure by Design

Static Application Security Test (SAST) via SonarQube (Cl)

Dynamic Application Security Test (DAST) via OWASP ZAP (CD)

Secrets Scanning via pre-commit hooks and SonarQube

OWASP Top 10 Vulnerability Checks via OWASP ZAP

Software Component Analysis (SCA) via OWASP DC and Mend Bolt

Hardened, Secure Environment Provisioning via Terraform [aC

Infrastructure as Code Analysis via TFSec

Azure Security Recommendations via Azure DevOps plugin

Principle of Least Privilege via Infrastructure as Code



Multiple Frontends to choose from

Angular

Angular + Nx structure with mono repo micro front-end capabilities.
Built on top of Angular Material.

Syntactically Awesome Style Sheets(SASS).

Follows Block Element Modifier(BEM) naming convention.
Customisable theme format.

Azure Static WebApp to deploy an Angular solution.

Unit Testing with Jest, Karma, and Jasmine.

ANENENENENENEN

e %

React + NextJS structure

Build on material design

Customisable theme format

Dark theme enabled

Responsive Web Design

Azure Active Directory (AAD)

Azure Static WebApp to deploy an React solution

CAULRRR]

Blazor

Blazor Server App

Build on Radzen with 70+ open source Blazor Ul Controls
Responsive Web Design

A component model for building composable Ul

Live reloading in the browser during development
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Angular + Nx

ADO Pipelines

)

Responsive
Web Design

]
!
VLW

Clean Structure
Best Practices

®

App Insights

Entra ID B2C

Al

A g el

Angular
Material

N
7

Entra ID

Jasmine

Unit Testing

Material Design
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Multiple Backends to choose from

.NET Minimal APIs & \I xUnit.net
o W

Clean Architecture design using Mediatr and Dependency Injection Clean
Patterns Architecture
with loosely coupled layers
.NET 7 Framework with Minimal API
Solution connected to Azure SQL Database using Dapper
Solution connected to Azure SQL database using Entity Framework Core @ownse \
Redis Cache Implementation .
Fluent Validations T°p1° /

Integrated with Swagger Ul for APIs for easy collaboration

v

Unit Testing

ASENENENENENEN

Security Testing Best Practices Entra ID

Java

MVC-based architecture

Java 11 framework - Sprint Boot with JPA + Hibernate
Lombok used to replace boilerplate code Q) -

Logging with SLF4j (Java) -

Integrated with Swagger Ul for APIs for easy collaboration Azure SOL App Insights Key Vault
Unit Testing with Junit5 (Java)

AN NI N NN

JUnit @ Swagger.

supported by SMARTBEAR

Unit Testing Swagger Ul Lombok
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Comprehensive Test Automation pack

Using unit test to ensure code
coverage

Unit Testing

f.:-..lc'..lmbere

Selenium .NET + SpecFlow,
Selenium Java + Cucumber
and Selenium Java +
TestNG

Using JMeter for testing
performance

specflowo

Using Postman for API
Testing

Using Google Light house
for checking accessibility.

Penetration
Testing

Using OWASP ZAP for
penetration testing

A
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[ readme.md

Foundations Accelerator: Application Modernisation on Azure (API Driven)

= [ veintained es |
Overview

This accelerator focuses on providing many of the Non Functional Requirements most projects typically require. This particular
accelerator caters for a technology stack involving .NET6 with minimal API + Clean Architecture, Azure & Azure DevOps

This accelerator implements the following Architectural Blueprint;

Foundations - App Mod on Azure (API Driven)

[
AP, UL

Angliar  apim-amoa-dev-uksouth-
Ao

fedis-amoa-dev-uksouth-001

p-amoa-gev-uksoutn-001

Repositories and Documentation

This accelerator is composed of a number of code repositories, each dealing with different aspects of the accelerator.

Extensive Developer
Documentation

Documentation as Code approach with detailed guides on
installation, getting started, and extending the solution.
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For more information,
please visit version1.com
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