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@ Microsoft Defender
for Endpoint

Built-in. Cloud-powered.
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Microsoft Defender for Endpoint
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https://docs.microsoft.com/zh-tw/windows/security/threat-protection/microsoft-defender-atp/network-protection
https://docs.microsoft.com/zh-tw/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/zh-tw/windows/security/threat-protection/microsoft-defender-atp/advanced-hunting-overview
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Attachment
» Supported file type

* Clean by AV/AS filters
* Not in Reputation list
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Recipient
Safe links rewrite
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Multiple filters + 3 antivirus engines
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Windows Defender ATP endpoint . Windows Defender ATP tenant

Behawvioral indicators of
attack dictionary

Always-on behavioral sensors

Unknown: Behavioral, machine
l—— learning. and anomaly detections

Sample file collection

Forensic collection

e :
Known adversaries: Threat
iﬁtelligence

Customers’ owns

Achions

and analytics

_ I threat intelligence
Windows Defender Securnity Center

Detonation chamber for
deep file analyses

Events and alerts

Security machine learning
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Microsoft

Activities 365
- Alerts S Defender
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"3 Integration points (configuration required)
- SIEM integration
- Mail notification
- Azure Sentinel
- Microsoft Security Graph

Active Directory entities
Parsed network traffic
Windows Events and traces

Domain Console experience:
Controller Cloud App Security portal
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