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ﬁ Legin to Microsoft Teams
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meganb@m365x860223.onmicrosoft.com

— Microsoft Azure O Search

Home > Conditional Access - Policies » Non compliant > Cloud apps or actions

Non compliant X Cloud apps or actions 0 X .
You cannot access this right now
Your sign-in was successful but does not meet the criteria
@ Info @ Delete Select what this policy applies to to access this resource. For example, you might be signing

in from a browser, app, or location that is restricted by your
admin.

~ WV ETP User actions

Name *

More details

Non compliant
‘ P Include  Exclude

Assignments O None )
O el q ﬁ Login to Microsoft Teams - O ks
All cloud apps

I Insider Ring - details here

Specific users included (® select apps I CONTOSO demo
meganb@m365x860223.onmicrosoft.com

Cloud apps or actions & S .
You can't get there from here A g

BhlEAL B BRI ERE

1 app included Select >

This application contains sensitive information and can only

be accesed fom: AR E IR B

+ Devices or client applications that meet Contoso
management compliance policy.

Microsoft Teams

Conditions O >

1 condition selected
Ifthisis a personal device you can choose to let Contoso
by going t
Eand clicking in "Connec “Winen
you're done come back and try again.

m Microsoft Teams pes

Access controls

More details

Grant @D >

2 controls selected
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Teams (

0 Info @ Delete

* Mame
Teams Guest Users

Assignments

Users and groups @ >
Specific users included and speci...

Cloud apps @

1 app included 2
Conditions @ >
1 condition selected

Access controls
Grant @ 5
2 controls selected
Session @ 5

Select the controls to be enforced.

() Block access

| @) Grant access

v | Require multi-factor authentication @

Require device to be marked as
compliant @

Require Hybrid Azure AD joined device
o

Require approved client app @
See list of approved client apps

+'| Data Usage Palicy (Terms of Use),

For multiple controls

'i_:' Require all the selected controls
P N
\__J) Require one of the selected controls

N :_” _LI_‘_I :E
BB EFERIER

Terms of use

Create and upload documents

* Name @

w*
Display name @

Terms of use document @ Upload require

E Select defawlt language

+ Add language

Require users to expand the terms of use @ Off

Conditional access

Enforce with conditional access policy templates @ | Policy tempiates
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Guest source allow/deny list
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Tenant Restrictions: use proxy to block access to
0365 services in all/specific tenants
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Tenant restrictions & 0O X Columns

Collaboration restrictions

|} Allow invitations to be sent to any domain (most inclusive)

|} Deny invitations to the specified domains

'!' Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

contoso.com

fabrikam.com

USER AFPLICATION

USERMAME TARGET TEMANT ID

o | User

+* Application

Sign-in status

+" Time interval

P address

Cli=ntt

o Username

Locatson

v Tanget tenant ID
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Email
@ fj 1:1 and group messages -
»
— —

Channel messages

Information protection:
eDiscovery
> Legal Hold

Content search
Archiving
Retention
Audit logs

Microsoft Teams chat Office 365
Teams service services

SharePoint and OneDrive files
OneNote
Wiki
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Edit retention policy TestTeamsPolicy

Editing Locations applied

Policy name The policy will apply to content that's stored in the locations you choose.

Edit retention policy TestTeamsPolicy

Locations applied Editing Policy settings

Policy name Do you want to retain content?

Policy settings
(@) Ves, | want to retain it
ﬁ Teams channel messages All Locations applied

Choose teams d For this long.. || 1 || days ™

Policy settings Do you want us to delete it after this time?
ﬁ Teams chats All @ ves () o

Choose users —
|_J Mo, just delete content that's older than

Retain or delete the content based on | when it was created
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What kind of team will this be? X What kind of team will this be? X
Sensitivity Sensitivity Leg
Confidential N General '
Teams with this sensitivity must be private. Teams with this sensitivity must be public.
Privacy Privacy
M Private D,
1 People need permission to join '
n Y i
0 ) Public
e’ Anyone in your ong can join
@ ﬁ Org-wide
Everyone in your organization automatically joins
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Chat Recent Cantacts

Recent

Suggested

@_ Adele Vance

& Brian Johnson (TAILSPIN)

G - Enrico Cattaneo

p Grady Archie

& Henrictta Mucler

& Jordan Miller

@ @ This message was blocked due to sensitive content. What's this?

+ Reply

=€ Data Lost Protection

= IS

Search or type a command

Files

‘ ' Isaiah Langer 347 PM

2 Emily Braun 346 PM

! Isaiah Langer

+

Organization  Activity

47 P

Hi b, | have a quick questian for you,

7 N\ _#T 5%§/EIEZTZZ
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@ Megan Bowen ERER]

&) This message was blocked. What can | do?

This is regarding treatment options for patient Lee Gu (S5N 427-83-8097). Social security number.

Mr. Gu was originally evaluated by Contoso Medical Services (FB1234567) and then by Wingtip
Memorial (BJ6125341). It was determined he has the following:

L23.0 Allergic contact dermatitis due to metals

L23.2 Allergic contact dermatitis due fo cosmetics

We'd like to run additional tests to verify these diagnoses.

25N

[

N\
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= =
i< N 100

Your message was blocked because it contains sensitive data

* L5 Social Security Number (S5N)

Drug Enfcrcement Agency (DEA) Number
« Intemational Classification of Diszases (ICD-10-CM)
+ Intemnational Classification of Diseases (ICD-9-CM)

This itam is protected by a policy in your erganization.
Here's what you can do

Override the palicy and send the message, or report this to your admin if you think the
message was blocked in error.

O Override and send

Type your justification

3 Report this Lo my admin. 1 doesn contain sensitlive data,
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Link to malicious site File with malware %f@%@%ﬁ%@ﬁ%ﬂﬁ;
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Johannal (Guest) 1120 AM [EXTERNAL] Marketing Agency Projects > Marketing
Need Apbroval:CY19 Marketing Plan T Hks WiE ==

IMPORTANT
:I:;,lg:c: soenSenys s e e e pn CY197| ﬂi: Marketin;rograms 1% % C | O U d A p p S eC U rity
Yo > == AL
(] New (3] Upload & Getlink -+ Add cloud storage  B» Open in SharePoint .%I_L }% BK I:FI H 'ﬂi’/ E_E Hﬁlﬁ EE: Faﬁ
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ﬂa MarketingProposal.docx E

This website has been

classified as malicious. Teamsi=2 = g E RN F oS
- - FRENEMAZ ,u,u@”
Openiing this website might not be safe. E-% 'EE —jr ﬁlz 14:

hittpelimatwane wicar.org/datase...

We recommend that you don't open this website, a5 opening it mighl not
be sate auld harm your compuber or resull in maliciows use of your
person ::I 1

MarketingProposal.docx
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Microsoft 365 & Insider Risk #2175
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MA - BEAMEGER
HEEIE

Example of policy tip seen by sender: Example of policy tip seen by recipient:

_ MA @ This message was blocked due to admin policy. What's this
@ This message was blocked. What can | do?

I'm going to hurt myself and hope you'll regret it until you die

Example of policy condition notification seen by the sender:

Your message was blocked due to admin policy

¢ Threat

nfhicts with a ;n'-llc Y In your organizaton
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