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WhoIAM Rampart

• WhoIAM Rampart is an authorization engine for Azure AD B2C

• Allows the definition of per-application authorization policies that enforce:
• Restricted application access (e.g. by invitation only)

• Application permissions (e.g. roles)

• Managed by users of an Azure AD tenant, for example a corporate tenant, using either:
• A web management portal

• PowerShell cmdlets



Azure AD B2C

Authentication (inc. SSO)

Customers

Architectural Overview

Apps
(Backend Services) 

APIs MS Graph
WhoIAM 
Rampart

MFA

Conditional Access

Identity Protection

Other Services 
(e.g. DBs)

OAuth2

Apps
(Front Facing)

Web Apps (inc. SPAs) Mobile Apps

Other Devices 
(e.g. VR)

OIDC/
OAuth2

B2C Local
Accounts

Social Accounts 
(e.g. Facebook)

Other SAML Providers (e.g. 
Education, Government)

Azure AD (Corporate)

Access

Management

App Owners Helpdesk



Restricted application access

• Rampart supports the following application access modes:

• Allow all – All users registered within the B2C tenant can access the application without 
restriction.

• By invitation only – Only users who have been invited to the application can access.

• Approval required – Users can request access but it has to be approved by an application 
Administrator. Approvals can be configured to expire after a set period of time.

• Deny all – No user can access the application.



Application permissions

• Rampart allows the definition of application specific permissions (i.e. scopes).

• Each user can be assigned one or multiple permissions.

• Permissions are included in the access token that B2C issues.

• A single place to manage all application and user permissions (instead of defining them 
separately within each application).
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1. Application Access Mode Validation - Validate the type of access configured 
for the application: Allow All / By Invitation Only / Approval Required / Deny All

2. User Application Access Validation - Validate if the user has been added to 
the application and if it satisfies the application access mode.

3. User Scope Assignment - Add user permissions (e.g. roles) as OAuth2 Scopes 
to the token based on the user access record.

4. Request Access if Not Allowed – Allow users to request access if the 
application permits it. 
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