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Microsoft Entra Permissions Management Overview

is a Cloud Infrastructure Entittement Management (CIEM) platform
from Microsoft which enables the continuous discovery, creation, monitoring and enforcement of least privilege policies across an
organizations cloud infrastructure

It covers and implements least privileges across the major cloud providers like

aWS / Microsoft

Multi-
Cloud

Y Google Cloud
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Microsoft Entra Permissions Risk Check Workshop - Overview

Discover excessive/unused permissions risks in your organization
Provide insight into the roles/permissions risks that exist in your Azure and
Multi-cloud environments (AWS, GCP). Risk discovery requires READ-ONLY
permission to consume the logs.

Analyze and report
Analyze the findings and risks. Provide insight and highlight those that are
most impactful.

Learn about Microsoft Entra Permissions Mgmt service that can

control and mitigate privilege permissions risks
How Microsoft Entra Permissions Mgmt. can help and what this means for the
end user.

Recommendations and next steps
Provide recommendations for risk mitigation and define actionable next steps

Engagemen
Objectives

t

Microsoft Entra Permissions

Risk Check Workshop

© wipro confidential

4



Workshop Phases

Q] . V) <>

Cloud
Permissions Risk Microsoft Discovery Results,
Pre-engagement Check Entra Permissions  Recommendations
meeting Mgmt. Overview and Next Steps

000 © wipro confidential 5




Sample Microsoft Entra Permissions Risk Check

Permission Creep Index (PCI)
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it St Microsoft Entra Permissions Risk

Permission Creep Index Tasks CheCk - Key outcomes
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Mitigation approaches
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