~. o.....

[ . ‘-__.-.,_.:.....
wipro holmes Wipro:ise
"eaw ....

Reimaging Cyber
Defense Process

Empower analystsfor faster
investigation of security incident
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Identify the pain pointin the existing Solution Architecture

system and leveraging self-learning Al

to spot novel attacks and prevent
missing threat alert
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The data coming form end point devices like Microsoft Azure components used
Server, Desktops, laptops, switches, routers etc.
typically pass through the securitytools in an E% AzureBlob storage —for storing the data from

organization. These security tools are McAfee,
Zscaler, Crowdstrike, CyberArcandsoon. These
datathen pass through an event processing
engine/ SIEM tools like IBM QRadar where

predefined or customrules are applied to remove

any security threat. But many a times due to
insufficient & inconsistent data false alerts are
generatedin the system. Al models help to

classify these false positives & true positives and

the model is re-trained for new issues witha
continuous feedback learning from the analyst

SIEMtools (QRadar)and IP reputation data

% Azure Active Directory —user validation

Azure ML Studio — ML pipelines for build,
— deploy & monitor the Al models (the complete
E‘“o MLOps to automate & accelerate the machine
learning lifecycle).

e ML Flow-for modeltracking, registering

& serving
reviews. Al solution toidentify the root cause for e  Github— artefactrepository
false positive alerts and provides Al guided e Azure AutoML forautomating ML model
insights to cyber security analysts toreduce time development
& effort. e Azure docker Container — for model

packaging

o Azure KubernetesService —forapplication
deployment & managementacross
clusters

220 Azure Compute —container/cluster instance -
“© For model training, Azure inference for real
time inference
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Bangalore-560035,
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Tel: +91(80)28440011
Fax: +91 (80) 28440256
wipro.com

Wipro Limited (NYSE: WIT, BSE:
507685, NSE: WIPRO) is

a leading global information
technology, consultingand
business process services
company. We harness the power
of cognitive computing, hyper-
automation, robotics, cloud,
analytics and emerging
technologies to helpour clients
adaptto the digital world and
make themsuccessful. A
company recognized globally for
its comprehensive portfolio of
services, strong commitment to
sustainability and good corporate
citizenship, we have over 175,000
dedicatedemployees serving
clients across six continents.
Together, we discoverideas

and connectthe dotsto

build a better and abold

new future.

For more information,
please write to us at
info@wipro.com
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