Aegis Zero Trust
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End-to-end cybersecurity solution




Cybercrime Reaches New Heights

“If it were measured as a country, then cybercrime — which
inflicted damages totaling 6 trillion USD globally in 2021 — would
be the world’s third-largest economy after the U.S. and China.”

- Cybersecurity Ventures

$10T $9.05M

Estimated cost of cyber-crime by 2025

$9.44M

R The average cost of a data breach in the The average cost of a data breach in the
(over 10% of current global GDP) United States in 2021 United States in 2022



Perimeter Based Security Falls Short
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The Zero Trust Framework

VERIFY EXPLICITLY | USE LEAST-PRIVILEGED ACCESS | ASSUME BREACH
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Our ZTaaS
Solution

=> Based on Zero Trust

-> Meets most compliance standards

Policies based on NIST 800-171
And NIST 800-63

=2 Unified, holistic solution
-> Strategically aligned with Microsoft

-> Built off the best enterprise grade tools
available



The Deployment

Assess your IT infrastructure
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Compare policies
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Tenant wide deployment
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Deploy to pilot group
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Deploy to everyone else



Who uses ZTaaS?
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Our Role

—> Managed Security Service Provider (MSSP)
—=> Specialized for co-managed environments
=> Strategic partner with Microsoft and Sherweb

= Your “Sherpa” thru the Zero Trust journey
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KEY FEATURES KEY FEATURES KEY FEATURES

ZTaaS Ascent ZTaaS
Summit

ZTaaS Basecamp

2 10 hours of remediation support All features of Basecamp + All features of Basecamp and Ascent +
3 hours of security product support 5 hours of security product support + Desktop Modernization Deployment
(All Users)
£ Web filtering 0 Passwordless using MS Authenticator
setup © Data Encryption - via Microsoft
£} MFA with Conditional Access (] Information Protection
. FIDO 2 Security Key Solution (YubiKey
" Windows Auto-Pilot Policies ° physical device setup) e Setup up to 5 DLP Policies
0 Aegis ZT Baseline Deployment *_ Microsoft 365 Backup e Configure Sensitivity Label Policies
“
e 109 tenant configurations Employee Awareness Program and e Setup Sensitivity Labels
Phishing Simulation
. ) ) [ e Automatic Encryption Policies
4 Quarterly Policy Updates (includes Shadow IT Discovery and Reporting (via
meeting with an analyst) Defender for Cloud Apps)
-
o . . . wr
' Desktop Modernization Pilot (5 Users) ~ Microsoft 365 Security Monitoring (24/7)
“

Extended Detection and Response (XDR)



Thank you.

sales@aegisinnovators.com
858.987.4130
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