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Drupal Azure AD SSO integration will allow you to configure Single Sign-On ( SSO ) login between your Drupal site and Azure AD using
OAuth/OpenlD protocol. Drupal OAuth 2.0/OpenlD connect module gives the ability to enable login using OAuth 2.0/0OIDC Single Sign-On
to Drupal Site. We provide the Drupal OAuth/OpenID Client module for Drupal 7, Drupal 8, and Drupal 9.

Here we will go through a guide to configure the SSO login between Drupal and Azure AD. By following these steps, users of Azure AD will
be able to log into the Drupal site using their Azure AD credentials.

If you have any queries or if you need any sort of assistance in configuring the module, you can contact us at drupalsupport@xecurify.com.
If you want, we can also schedule an online meeting to help you configure the Drupal OAuth & OpenID Connect Login — OAuth2 Client
SSO Login module.

Video Setup Azure AD Single Sign-on Integartion with Drupal OAuth/OpenlID Client

You can refer the steps to Configure Azure AD SSO integration with the Drupal OAuth/OIDC Client module from the Video or
Documentation given below:

Drupal OAuth Client

(>
t SSO

e Drupal”

Features and Pricing

Know more about Drupal OAuth/OpenlID Single Sign On from here.

Pre-requisites: Download

You can download the Drupal OAuth/OpenlID Single Sign On module from here.

1. Setup Drupal as OAuth Client
Login in your Drupal site’s admin console and click on Extend from the top navigation bar.

Select the Install new module option to install a new module on your Drupal site.
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Hello there!

BigPipe
Need Help? We are right here!

Upload the downloaded zip file of the Module and click on the Install button to contin....
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Select Enable newly added modules.

drupal

Update manager

mimiorange_oauth_client
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Scroll down till you find miniOrange OAuth Client. Click on the checkbox next to it and click on the Install button to enable the
module.
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Click on Configuration from the top navigation bar and Select Drupal OAuth Client Configuration.

Hello there!

Need Help? We are right here!
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In the Configure OAuth tab, select OAuth Provider from the Select Application dropdown.

T see detailed documentation of haw 1o configure
CONFIGURE OAUTH APPLICATION ,
& i J raweaton | Drupal OAth Chent with any Odwth Server.
Select Application * PROVIDERS
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Display Name *

Login link on the login page
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Note: In case you do not find your OAuth Provider listed in the dropdown, please select Custom OAuth Provider and continue.

Copy the Callback URL from the Callback / Redirect URL text field and keep it handy.
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Configure OAuth Attribute & Role Mapping Sign In Settings. Upgrade Plans Request for Demo. Register/Login

Home » Administration » Configuration » People

T e P ey — To see detailed documentation of how to configure
] Drupal OAUth Clent ith any OAuth Server.

PROVIDERS
Select Application *

Select an OAuth Server

Callback/Redirect URL

Note: I you want to change the Redirect URL, you can provide the site root URL/ base URL in Sign In Settings tab.

Display Name *

Login link on the login page
Login using ##app_names##

Note: The login link will appear on the user login page in this manner

Client 1D *

Please note: A few of the popular service providers like Azure AD, Azure B2C, Facebook etc. support only HTTPS Callback URL
(However, HTTP URL will work in the case of localhost). So, currently, if your site is HTTP, you can change it to HTTPS by
following the steps listed down below :

Go to the Sign In Settings tab.

In the Base /Site URL text field, enter your Drupal site’s base/root URL with HTTPS ( For eg. if your site is http://abc.com, you
will need to save this value: https://abc.com ).

Click on the Update button.

Hello there!

Need Help? We are right here!
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Drupal OAuth Client Configuration

Home » Administration » Configuration » People

2
SIGN IN SETTINGS. Looking for more features

Base/Site URL: @ Enter Base URL

ADVANCED SIGN IN SETTINGS
In case you do not find your desired feature or if you want any

custom feature in the module, please mail us on
drupalsupport@xecurify.com and we will implement it for you.

Protect website against anonymous access [Premium, Enterprise]

Note: Users will be redirected to your OAuth server for login in case user is not logged in and tries to access website

Check this option if you want to Auto-redirect to OAuth Provider/Server [Premium, Enterprise]

Note: Users will be redirected to your OAuth server for login when the login page s accessed.

Check this option if you want to enable backdoor login [Premium, Enterprise]

2. Setup Azure AD as an OAuth Provider
Sign in to Azure portal.

Click on Azure Active Directory from Azure services.
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In the left-hand navigation pane, click the App registrations service, and click New registration.

X Demo - App registrations

@ Endpoints /2 Troubleshooting & App registrations (Legacy) Q Got feedback?

@ Overview Start typing a name or Application ID to filter these results

#" Getting started Display name Application (client) ID
X Diagnose and solve problems No results.

Manage There are no applications here.

2 v

2 Groups

E Organizational relationships

& Roles and administrators

Enterprise applications

ER Devices

App registrations

Identity Governance

£ Application proxy

% Licenses
» Azure AD Connect

&) Custom domain names

@ Mobility (MDM and MAM)

Password reset

M Company branding

When the Create page appears, enter your application's registration information:

Name : Name of your application.
Application Select "Native" for client applications that are installed locally on a device. This setting is used for OAuth p
type: ublic native clients

Select "Web app / API" for client applications and resource/AP| applications that are installed on a secure s

erver. This setting is used for OAuth confidential web clients and ‘he s
Hello there!

e application can also expose both a client and resource/API.

Need Help? We are right here!

Sign-on For "Web app / API" applications, provide the base URL of your app:eg; nups:ir<aomam=name=/mo_logi
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URL : n might be the URL for a web app running on your local machine. Users would use this URL to sign in to a
web client application.

For "Native" applications, provide the URI used by Azure AD to return token responses. Enter a value speci
fic to your application.
eg, https://localhost/drupal

Register an application

*Name

The user-facing display name for this application (this can be changed later).

TestOAuth N

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ ‘ ‘ https://domain_name/oauth/callback v

By proceeding, you agree to the Microsoft Platform Policies -7

3. Integrating Drupal with Azure AD

e When finished, click Register. Azure AD assigns a unique Application ID to your application. Copy Application ID and the Directory ID,
this will be your Client ID and Tenant ID respectively.

Home > Demo - App registrations > TestOAuth

Eiﬂ TestOAuth

5 Fearch (/) « [0l Delete @ Endpoints

B Overview

Display name TestOAuth Supported account types = My organization only
£ Quickstart Application (client) ID Redirect URIs : 1 web, O public client
( .
Manage Directory (tenant) ID Application D URI : Add an Application ID URI
Object ID : Managed application in ... : TestOAuth
B Branding

3 Authentication

Certificates & secrets
1! Token configuration (preview)
© APl permissions

@ Bxpose an API

* Go to Certificates and Secrets from the left navigaton pane and click on New Client Secret. Enter description and expiration time and
click on ADD option.

Hello there!

Need Help? We are right here!



TestOAuth - Certificates & secrets

|,-L Search (Ctl « Add a client secret
£ Overview

Description
£ Quickstart |5ecret Key|
Manage Expires
Ed Branding © In'1 year

In 2 years

2 Authentication O *

Certificates & secrets

‘ O Never

Token configuration (preview)

- APl permissions

@ Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as ¢

Owners :
- New client secret

u Roles and administrators (Previ

Description Expires Value

i Manifest
No client secrets have been created for this application.

Support + Troubleshooting
22 Troubleshooting

£ New support request

e Copy value. This will be your Secret key.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

‘ + New client secret

Description Expires Value

Secret Key 12/30/2020 - -

=
=]

* Azure AD Endpoints and scope:

Scope: openid email profile

Authorize Endpoint: https://login.microsoftonline.com/[tenant-id]/oauth2/v2.0/authorize
Access Token Endpoint: https://login.microsoftonline.com/[tenant-id]/oauth2/v2.0/token
Get User Info Endpoint: https://graph.microsoft.com/beta/me

4. Test Configuration of Drupal with Azure AD

After successfully saving the configurations, please click on the Test Configuration button to test the connection between Drupal
and Azure AD.

B content ch Structure %4 Appearance P Extend N Configuration I_I_ pecple Il Reports @ Help

Scope *

Scope decides the range of data that you will be getting from your OAuth Provider

Authorize Endpoint *

Access Token Endpoint o

Get User Info Endpoint *

Send Client ID and secret in: @

Header: LI Body:

Enable Login with OAuth

Instructions to add login link to different pages in your Drupal site:

This Test Configuration window will provide you with a list of the attributes that are ¢
Hello there!

Select the Email Attribute from the dropdown menu in which the user's email ID is obtz .
Need Help? We are right here!



Hello,
Your Test Connection is successful. Now, follow the below steps to complete the last step of your configuration:

Please select the Attribute Name in which you are getting Email ID.

Email Attribute

You can also map the Username attribute from the Attribute and Role Mapping tab in the module.

Click on the Done button to save your changes.

ATTRIBUTES RECEIVED:

ATTRIBUTE NAME ATTRIBUTE VALUE
ar S — =
name M Tl

Now, in the Attribute & Role Mapping tab, you can also choose the Username Attribute from the dropdown and click on the Save
Configuration button.
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Drupal OAuth Client Configuration 7

Configure OAuth Attribute & Role Mapping Sign In Settings Upgrade Plans Request for Demo Register/Login

Home » Administration » Configuration » People

Attributes received from the OAuth Server:

ATTRIBUTE MAPPING m
ATTRIBUTE
ATTRIBUTE VALUE
NAME
Note: Please copy the attribute name with email and username from the Test Configuration window for successful S50,
sub
Email Attribute: @ email - —
Username Attribute: @ name v NI
given_name
‘save Configuration
picture

email

CUSTOM ATTRIBUTE MAPPING [STANDARD, PREMIUM, ENTERPRISE]

Clear Attribute List
Add the Drupal field attributes in the Aftribute Name textfield and add the OAuth Server attributes that you need
to map with the drupal attributes in the OAuth Server Attribute Name textfield. Drupal Field Attributes will be of

NOTE - Please clear this list after canfiguring the module to
type text. Add the machine name of the attribute in the Drupal Attribute textfield. For example: If the attibute

hide your confidential attributes.

Please note: Mapping the Email Attribute is mandatory for your login to work.

Now log out and go to your Drupal site’s login page. You will automatically find a Login with Azure AD link there. If you want to add
the SSO link to other pages as well, please follow the steps given in the image below :

Instructions to add login link to different pages in your Drupal site:

After completing your configurations, by default you will see a login link on your drupal site's login page. However, if you
want to add login link somewhere else, please follow the below given steps
= Go to Structure -> Blocks
Click on Add block
Enter Block Title and the Block description
Under the Block bedy add the following URL to add a login link:

<a href= "http:/ m \=m limoLogin™> Click here to Login</a>

= From the text filtered dropdown select either Filtered HTML or Full HTML
» From the division under REGION SETTINGS select where do you want to show the login link
« Click on the SAVE block button to save your settings

24*7 Active Support

If you face any issues or if you have any questions, please feel free to reach out to us at drupalsupport@xecurify.com. In case you want
some additional features to be included in the module, please get in touch with us, and we can get that custom-made for you. Also, If you

want, we can also schedule an online meeting to help you configure the Drupal OAuth/OpenlID Single Sign On module.

Additional Resources Hello there!

What is OAuth 2.0? Need Help? We are right here!

What is OpenlD Connect?


mailto:drupalsupport@xecurify.com
https://oauth.net/2/
https://openid.net/connect/

Frequently Asked Questions (FAQs)

Our Other modules
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Security | Rest APl Authentication | SCIM User Provisioning
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