
 

 

 

 

Microsoft MDR (Managed Detection & Response) Services  
Do you have a Microsoft Security Ecosystem but unsure how to effectively 
utilize it for your cyber resilience journey?  
 

 
The Attack Surface 

The attack surface has shifted from a perimeter-centric architecture to an 

everywhere-centric architecture. The attack surface moves with your employees 

and assets. Today’s sophisticated cyber-attacks are no longer exclusive to 

endpoints. They are multifaceted and target identities, email, infrastructure, cloud 

platforms, servers, databases, and more. Endpoint-centric detection and response 

solutions alone do not provide the visibility and response capabilities required to 

identify and neutralize broader cyber-attacks. 

“Identity is the new perimeter”, a methodology that lives in our DNA. Think 

about your passport when you travel, and your ID or license wherever you 

go, identity has always been centric around our ability to access something. 

We use our identity-centric methodology to help customers use Microsoft 

technologies to reduce the attack surface to a containable environment that 

is centric on identity to ensure that we control the architecture where data 

resides and what the conditions are to access the data.  

Service Overview 

NEC XON offers clients an end-to-end portfolio of consulting, implementation, 

and managed security services, all powered by Microsoft’s security 

technologies and designed to expand on your existing Microsoft security tools 

investment to increase business profitability and cyber resilience by 

countering the emerging cyber threat landscape with tools you already have 

at your disposal. 

 

 
 

  

 
 

  

 

 

 

BENEFITS 

• No additional tools need to 

be deployed, use what you 

have. Flexible OpEx model 

• Review & configure policies 

based on offensive security 

tactics & principles 

• Identity-centric architecture 

that allows an identity to be 

isolated instead of isolating an 

entire infrastructure in the 

event of a breach 

• Tactical incident response & 

dedicated threat hunters that 

continually evaluate alerts and 

hunt for questionable activity in 

your environment 

• Eliminate vendor sprawling & 

consolidate technology abilities 
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  Tactical Service Overview 

 

 
 

 

 

 

 

Simplified Threat Hunting (KQL – Kusto Query Language)  
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  Platform Overview 

 

 

 

 
 

Figure 1: Hands-on-keyboard breach detected by custom NEC XON rules 
 
 

Our Zero-Trust Model 
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Interested? Visit the below link and complete the form with your selected package 
Contact form: https://www.nec.xon.co.za/contact-us/  

 

NEC XON (Pty) Ltd 

1 Mints Street, Old Mint Park 

Louwlardia 1683, South Africa 

 
 

 

About NEC XON 

We deliver advanced solutions to government, 

telecommunications providers, mobile network 

operators, network service providers and enterprise. 

The comprehensive and tightly integrated offering 

across infrastructure, safety, communications and 

digital provides carrier-grade solutions with enterprise-

class services, maintenance and support. 
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Solution Features 

Microsoft Sentinel / Microsoft 365 Defender 

(XDR) 

– Threat Detection & Response 

– Proactive Threat Hunting & Incident 

Response 

– Microsoft 365 Defender (XDR) Management 

– Identity-Centric Architecture Development 

(MFA – Identity Protection - Conditional 

Access – SAML – RBAC - PIM) 

– Threat Alert Tuning  

– Breach & Attack Simulations (BAS) with 

Cyber Attack Strategies 

– Attack Intelligence, Disruption & 

Neutralization 

– Technology Optimization & Threat Capability 

Improvements 

– Microsoft Sentinel (Optional) Setup + Log 

Ingestion 
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