ORIANT

A Silicon Valley headquartered company focused on
product engineering, enterprise software development,
technology consulting, system integration services; we
leverage our expertise in emerging technologies to
deliver innovative solutions that accelerate our clients’
Digital Transformation initiatives.

Xoriant provides vulnerability management expertise, end-
to-end security advice and cloud-based software solutions for
security and policy compliance assessments, real-time
monitoring and rapid remediation — to accelerate business
safety outcomes.
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20+ years

In partnership with
Microsoft

é 500+

Microsoft Technology Experts

Security
Intelligence

Advanced Threat
Protection

Holistic security services that ensure every aspect of your organization’s IT infrastructure & IP is protected and secure from ever-evolving threats

Managed Security
Services (MSS)

Incident Response

Risk Management




Xoriant Advanced Security Services

Security
Intelligence

Inform and prepare for key

Security Events

* Configuration of SIEM Threat
landscape (Dashboard)

* Design & Implementation of
Hybrid Endpoint Security
solutions

* Design & Implementation of
Threat Intelligence Server

Advanced Threat
Protection

Protect against advanced

attacks

Setup Web & E-mail security
Deep Security Solutions
UTM — Unified Threat
Management
Implementation services
Next generation Firewall
Implementation services
Endpoint Security solutions

Managed Security
Services (MSS)

Protect against targeted

threats & campaigns

Vulnerability assessment and
penetration testing service
Design & Implementation of
Privileged Identity
Management, Multi-Factor
Authentication

Social Engineering Awareness
campaigns

Implementation of Password
Vault

Endpoint Encryption services

o

Incident
Response

Respond quickly &

effectively

Monitoring and Threat
Detection

SOC Services (SIEM)

EDR (End point detection and
response) solutions
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Risk Management

Optimize Security Spend

Risk Analysis, Assessment, &
Remediation services

Review Compliance standards
—1S027001, PCI-DSS, HIPAA
Threat Modelling



Xoriant Expertise - Microsoft Security Stack
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Xoriant Approach - FOAM

Xoriant’s FOAM approach takes a holistic view of organization security,
ensuring investment in technology has multiple returns for your business.

* OPTIMIZATION

Constant fine-tuning of security
posture to prevent breaches and
IP  losses while optimizing
performance, risk, cost &
downtimes, while maximizing ROI

FORENSICS °

Persistent scrutiny of systems and
processes to improve Vvisibility,
assess, identify and tackle existing
vulnerabilities, and enable a more
proactive approach to security

FOAM

» AUTOMATION

Leveraging automation to speed
up processes, reduce cost and
increase transparency and
efficiencies

IVIODERNIZATION

Harness innovation while
maintaining operational integrity,
modernizing legacy core systems
and evolving cyber risk strategies
beyond security and privacy
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Xoriant Engagement Approach

Over two decades, Xoriant’s advanced security expertise provides highest levels of controls without complex requirements
thus protecting brand image and corporate assets

Deep Technical

Pre-Assessment Remediation Managed Services
Assessment

* Information gathering * Perform Vulnerability * Collate incidents for * Security Monitoring
using pre-defined Assessment & Penetration identified vulnerabilities (SIEM/NOC/SOC) -
templates Testing (VAPT) for « Apply fixes based on Comprehensive monitoring

* Review current security identifying vulnerabilities criticality featuring activity logs and
policies and procedures * Applications security test * Validation of applied monitoring, analytics,

* Assess overall security * Internal security audit remediation reporting and dashboards
status * Data security review  Effective incident * Near real-time threat

* Document gap analysis for * Detailed assessment management using management using threat
internal and external report available/known ticketing intelligence
risks/threats * Assessment using Xoriant systems * Effective risk & governance

IPs and latest tools management




The Value Xoriant Brings

Advanced Threat & Vulnerability Management

Our product engineering pedigree and deep next generation technology
expertise to combat the toughest threats

Trusted Advisors

We identify and solve security problems, virtual CISOs — to drive overall security
strategy while providing guidance on policies, standards and tactics

Security with Business Context

Deliver value to a variety of organizations — from "born in the cloud" to enterprise
clients around the world, help customers manage complex security challenges

Global Expertise

Our global expertise and teams around the world keep you compliant and
I secure as you expand, while meeting global regulation & business needs

© 2020 Xoriant Corporation



Customer Testimonials

The Xoriant security team provided Azure | :::f| Xoriant provided multiple security services that | **7%  Working with Xoriant as they helped
Security Assessment Services by reviewing helped update and optimize our infrastructure ii|  develop a network design for a new data
customers’”  Azure  architecture &

ahd worked W!th us.te Stre,ngthen Al EVSLIDE center gave us total confidence in their
product security. The Xoriant security team

implementation against Microsoft | analyzet our BAARg SE et tattelarloh ot understanding of our security
recommended security best practices, | our business needs and found what appeared to . requirements and ability to design every
security policies, access controls. be somewhat simple, but very significant issues function with security in mind. Xoriant
Also created an enterprise-level security in our security. By turning off public-facing validated a proposal designed to give us
solution that reduced frequency and interfaces, introducing the use of VPN where 2| resiliency, flexibility, security and ease of

individual length of downtime events, needed and' setting up mtrusugn detection
systems, Xoriant was able to give us deep

resulting in significantly reduce our visibility into what is happening in our critical

infrastructure costs. systems. In addition to seeing a $150,000 annual
cost reduction, we were also able to begin
attracting clients who required our new level of
security.

management. The final solution helped
protect critical data center resources

| from attacks and risks and we were able
| to deploy it within the required budget
and timeline.

- Leader, Global Brokerage - Leader, Digital Advertising
and Investment Firm Software Company

Rajashree Varma | VP of Alliances |

rajashree.varma@xoriant.com
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