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Identifying and Protecting
Sensitive Data at Enterprise
Scale



Meet the Microsoft Purview family

DATA SECURITY

Secure data across its lifecycle,
wherever it lives

Data Loss Prevention Data Map
Insider Risk Management Data Catalog
Information Protection Data Estate Insights
{ Unstructured & Structured data Traditional and Al generated data
e . Shared platform capabilities

Fidelis

DATA COMPLIANCE

Manage critical risks and
regulatory requirements

Compliance Manager
eDiscovery
Audit
Communication Compliance
Data Lifecycle Management
Records Management

Microsoft 365 and Multi-cloud




The most urgent
data security
challenges

Discover sensitive data, whether
structured or unstructured,
on-premises or in the clouds

Secure configuration to prevent
sophisticated attacks

Detect how users are
interacting with data and
identify insider risks

Ensure your data remains secure
from data leakage and data
exfiltration activities




Data security incidents can happen anytime, anywhere

>N\\A Data at risk of misuse if organization has no visibility into their data estate

1 2,

User falls prey to phishing attack, User copies file to a USB, then
compromises user credentials uploads to a personal Dropbox
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User negligently shares sensitive
data in generative Al apps

A A A A
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Data compromise
by external threat

Data theft by
malicious insider

Data exposure by
negligent insider
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Security concerns associated with Al usage

>®\\A Insufficient visibility into the usage of Al applications can result in security and compliance challenges.

! 2 ©

Data leak: Data oversharing: Non-compliance usage:
Users may inadvertently leak sensitive Users may access sensitive data via Users use Al apps to generate unethical
data to Al apps Al apps they are not authorized to view or other high-risk content
or edit
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Organizations need to...

Understand user activity Prevent data from unauthorized
context around the data and use across apps, services, and
identify risks devices

Discover and protect sensitive
data throughout its lifecycle

Balance data security and productivity



Fortify data security with an integrated approach
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Discover and auto-classify data and
prevent it from unauthorized use
across apps, services, and devices

Understand the user intent and
context around sensitive data
to identify the most critical risks

Prevent data from unauthorized use
across apps, services

Information
Protection

Insider Risk
Management

Data Loss
Prevention

Support for multi-cloud, hybrid, SaaS and all data | Partner ecosystem




crosoft Purview Information Protection
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Credentials ‘ Fingerprint
~ SITs

Blobs Cosmos S3
DB

Protection using encryption as the outcome
of classification and labeling

m® > Advanced compliance solutions

Q (2] O o

eDiscovery Insider risk Communication Microsoft
(premium) management compliance Priva

Uniform content & context-based classification
Native integration with Microsoft apps and services

Broad support with 3 party solutions, data repositories, and LOB applications .



Our focus is to expand Purview to more workloads,
new data types, with more protection capabilities
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Sensitivity labels
span your entire
data estate

» They are a representation of
your information taxonomy.

* They describe the priority
assigned to your categories
of sensitive information.
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Content labels Container labels

Applied To: Office apps, Power BI Applied To: SharePoint sites, Teams
reports, Azure Data channels, Microsoft 365 groups
Protections: Encryption and visual Protections: Access control, privacy
markings settings, conditional access
Automation: Can be applied either Automation: Can be applied manually
manually by users or automatically by site/Team or group owners

based on classification

Powerful controls that ensure labels are applied where needed

Apply labels by default, make them mandatory, prevent label downgrades




Default sensitivity labels

® Secure SharePoint and OneDrive document libraries with default
sensitivity labels (Office files and PDFs)

@ Classify and protect Document Libraries, within a site, with labels-
based policies

iif  SharePoint

= Financial Planning 2023 & Share

T Upload v = All Documents* “/ Y ® Z
Confidential M\~

[ Name v Modified Sensitivity

O s
@= New Litware-Contoso Partnership.d... About a minute ago Confidential

About a minute ago Confidential

P} :IStrategic Objectives.pptx




SharePoint SRR T ﬂ

SP Strategic P:%nning 2023 Private group | Confidential ¢ Following & 11 members

Home + New 3 Page details Analytics Published 9/13/2022 / Edit
About One Contoso
Team calendar
Content scheduler list
Previous event
Documents
Conversations
Notebook

Site contents

Recycle bin

Edit A
Planning schedule for 2023 Reference material from 2021 event

Milestones See all
+ Add event
Event countdown
Create an event
Title of event Title of event
Month Month
01 Tuesday 12:00 AM - 1:00 PM 01 Tuesday 12:00 AM - 1:00 PM 60 .21, 33 50
days his', min Sec
Month Title of event
01 Tuesday 12:00 AM - 1:00 PM Mark your galendars

Go to live event




Best-in-class classification technologies

Sensitive info types 000

300+ out of the box info types
like SSN, CCN

Clone, edit, or create your own

Supports regex, keywords,
and dictionaries

Trainable classifiers o

35+ pre-trained
ready-to-use trainable classifiers

Create your own classifier based on
business data

©

Named entities

50+ entities covering person name,
medical terms, and drug names

Best used in combination with
other sensitive info types

Credentials SITs O

42 new SITs for digital
authentication credential types

Use in auto-labeling and DLP
policies to detect sensitive
credentials in files

Exact data match

Provides a lookup to exactly match
content with unique customer data

Supports 100m rows and multiple
lookup fields

Fingerprint SITs

Detect exact or partial matching of
sensitive intellectual property

Use in Exchange, SharePoint, Teams
and Devices

Optical Character
Recognition (OCR)

Expanded OCR for EXO, SPO,
ODB, Teams & endpoint devices

Supports over 150 languages

Supports image files and images
embedded in PDFs

Context-based —)
classification —

ODSP default site label
Service-side auto-labeling

* File extension

* Document name contains word
* Document property is

* Document size greater than

» Document created by



Templates

Provide pre-defined policies that
use available classifiers

Cover multiple industry
and geographical
regulatory requirements

Easily customizable, can be edited
to meet customer needs

Get started easily with simulations,
rerun as needed to fine tune

Categories
W Enhanced
©  Financial
¥ Medical and health
S  Privacy
& Custom

Templates

U.S. Gramm-Leach-Bliley Act (GLBA)
Enhanced

Australia Health Records Act (HRIP
Act) Enhanced

U.S. Health Insurance Act (HIPAA)
Enhanced

Australia Privacy Act Enhanced

General Data Protection Regulation
(GDPR) Enhanced

Japan Personally Identifiable
Information (PIl) Data Enhanced

Japan Protection of Personal
Information Enhanced

U.S. Patriot Act Enhanced

U.S. Personally Identifiable
Information (PIl) Data Enhanced

U.S. State Breach Notification Laws
Enhanced

U.S. Gramm-Leach-Bliley Act (GLBA) Enhanced

Helps detect the presence of information subject to
Gramm-Leach-Bliley Act (GLBA), including
information like social security numbers or credit
card numbers. This enhanced template extends the
original by also detecting people's full names,
U.S./U.K. passport number, U.S. driver's license
number and U.S. physical addresses. We have also
enhanced this template with Trainable Classifier
"Business-Finance" and "Business-Tax" which can
detect financial information such as Budget proposal,
Financial statements and Proposals and Reports and
tax information such as Tax planning documents, Tax
forms, Tax filing related documents and Tax
regulation documents.

Protect this information:
e Business - Tax
e Business - Finance
e Credit Card Number
e U.S. Bank Account Number
e U.S. Individual Taxpayer Identification Number
(ITIN)
e U.S. Social Security Number (SSN)
e US. /UK. Passport Number
e U.S. Driver's License Number
All Full Names
U.S. Physical Addresses




Context-based classification

® New contextual predicates in service-side auto-labeling

® Supports the following new contextual based predicate

(im] Auto-labeling - Microsoft Purvie X | == - o &
<« C M ] httpsy//compliance.microsoft.com/informati tection/au G| = e -~ (b

HE grg Contoso Electronics  Microsoft Purview

X
New rule
Name *
‘ Confidential Labeling
Description
Enter a description for this rule
4

Conditions

We'll apply this policy to content that matches these conditions.

Content contains

Content is shared

File ext f these exceptions.
ile extension is

Document name contains words or phrases

Document property is

Document size equals or is greater than

Document created bv

m S




[} & Auto-labekng - Microsoft Purvie. X | =+ - (n) X

¢ G 2 hitpay/compliance.microsoft.com/informationprot fautolabeling A L. Q3 = B z sl )

an - . -
o Contoso Electronics Microsoft Purview

Auto labeling New policy
A Ch inf his label lied
oose Iinfo you want this label applied to N
O Name Choose an industry regulation to see the policy templates you can use to classify that info or create a custom palicy to start from scratch,

'j) Check out our new enhanced policy templates. Theie enhancsd lemplates exlend several of the onginal lemplates by sl delecting named enlities (such as full pames gind

Admin units (preview) physical addresses). Just lock for the templates labeled 'Enhanced’ 1o start protecting even more personal data.

Seatch for spedific termplates ‘ Al countries or regions

Localions

Policy rules Categories

¥ Enhanced
Labe

o Financial

Palicy mode
pi A Medical and health

"o Privacy

Finish

Customn




MIP and DLP Analytics Page

QP z . -
o Contoso Electronics Microsoft Purview

Ly -
G Home OverVIeW G2 Settings
@ Compliance Manager . . . § . -
@ If your role group permissions are restricted to a specific set of users or groups, you'll only be able to view data for View role X
those users or groups. Learn more about role group permissions. groups
<2 Data classification W
& Data connectors MOD Administrator, complete the listed tasks to access analytics with
A Aerts insights and tailored DLP policy recommendations Explore DLP analytics
—o .
= Policies O Learn about analytics Optional S
Review the provided Microsoft documentation and instructional videos to learn the functionality. n
Qh Roles & scopes v
) Turn on analytics for risk detection and policy refinement opportunities Highly re... <]
E"}' Trials Enabling analytics allows you to detect potential risks, discover blind spots and find opportunities
for policies.
Solutions
B catalog

Ed Audit Policy Improvement

£ Content search
Current matches ©

Improve the accuracy of an existing policy
100

You have a policy that's generating a high volume of matches. Based on

I8 Communication compliance

[ Dataloss prevention ~ our analysis, adding another classifier might help improve match Predicted matches after update 0}
accuracy. 60
I Overview
Impact 0]
Policies
-40%
Alerts

Activity explorer View detection details View activities




Policy simulation

Pick your scope

» Option 1: ALL — SharePoint
sites, OneDrive accounts and
Email users

« Option 2: Subset of sites or
accounts — Can use
PowerShell for longer lists

Supported in auto labeling and
DLM today, DLP by Jun'23

Simulate in your
production environment

« Simulation is fast — It normally
takes a few hours to run
depending on the size of
your tenant

 Simulation is not intrusive —
No actions are applied

« Simulation for EXO triggers in
near real time on email
activity (not emails at rest)

« Simulation for ODSP triggers
on files at rest

* Insights are best achieved on
real production data

@

Gain confidence in your
protection policy

» Review simulation results
(both aggregate and
sample files)

« lIterate and experiment to
improve accuracy

4

Lo

Turn on protection policies

after validating simulation

results

« Existing Office Files at rest
(Word, Excel, PowerPoint) in

OneDrive & SharePoint are
automatically protected

+ New files added after the
policy is enforced are
also protected

 Emails in transit are
automatically scanned for
sensitive information
and protected

+ Cold data crawl: private
preview coming in Q323

o




Labeling data at scale — Guiding principles

&

Apply labels by
7 default using Label
Policy

* When contentis
created or accessed,
set a default label for

* Files

* Emails

* Meetings

* PBI Reports

« Containers

Apply labels based on
context

By location, for sensitive SPO
libraries, site owners can set a
default label per library

 For documents at rest

* Use service-side auto
labeling by file size,
extension, properties ...

» Use SetLabel Graph API to
label specific files based on
your criteria

 For emails in motion

* Use service-side auto
labeling to trigger labels
based on predicates like
sender, recipient, domain, ...

Apply labels
automatically based
on content

* Client-side auto-
labeling for content
when files are in-use
and mails are
being composed

» Service side auto-
labeling policy for
files at-rest in SPO, ODB
and mails in-transit
in Exchange

o




Expanding auto-labeling

AN = 1T

1. New actions & workloads: Configure Choose locations where you want to apply the label
auto-labeling policies for Azure, ADLS,
and AWS S3 individually.

Location Scope
] &R Exchange Tum it on to use

2. New workloads: Granular scoping allows
admins to confidently enable auto- C) @ Shareoint Tumiton to use
labeling in SQL, ADLS, & AWS S3 without

[] & Onebrive Turn it on to use
iImpacting existing workloads.
/ ) Azure Storage Select “Edit"to scope Edit \
CE Azure 5QL server Select "Edit™to scope Edit

3. Coherence: Single location to author
auto-labeling policies for all workloads. R s s




Label-based access in Azure SQL, ADLS, & AWS S3

1. New workloads: Labeling and Q Search @D New Microsoi Purie
classification available across Azure SQL,
ADLS, & AWS S3.

Choose data sources to apply the policy

2. New protection actions: Enforce
protection actions (access) for Azure SQL,
ADLS' & AWS 53. Data source Scope

Azure storage Turn it on to use
Azure Blob Storage, Azure Data Lake Gen 2

that each source you include must have data policy enforcement turned

3. Coherence: Configure unified policies, N e
. 3 L ol f Azure 5QL Database I
allowing comprehensive visibility o
o . . Amazon $3 Select “Add" to scope 1L Add
sensitive data from single control plane. Amazon 53 buckets
ETPE—————— .
SeLecT Tov (1000) (10] 5QLQuery28.5q! - p..microsoft.com (2 += > [ NN
,[firsti
,[5;;;"]”‘? SELECT TOP (1@) [ID]
»[aba_routing number] ,[firstname]
el m - ,[State]
»[credit_card number] EH Resuts il Messag ’ S ,[aba_routing number]
:Ud,i_g{va'l sI‘D | firstname ~ State aba_routing_number |age| ssn credit_card_numb¢ ,[age]
. [;u-s-"z-i-éc!od] el 1 1] Mabama | 011103093 1 | 489368350 4929381332664 [ssn]
- [ocivers. Uisense] 2 2 Michael Asbama | 021000021 2 | 514148905 5370463883813 :
:W:,SZ oot tesber] 3 3 Robet Aizona 021100361 3 | 690055315 4916481158148
. [Emeil] 2 |4 [iEe Akansas | 054001725 8 | 421371396 4916403492698
FRON [testschemad2]. [CUSTOMERS] 5 5 David Caomia | 061092387 5 | 458026124 5299156156891
& 6 Aice  Coomdo | 065400137 6 | 612206832 5293850200713
7 7 May  Conmectict| 071000013 7 | 300623266 5548024663365
8 8 Maia  Delaware | 074000010 8 | 650038360 4539528574255
3 9 Bob Florida 083000137 3 | 213468915 4916976652406 _
Completion time: 2023-10-05T13:22:50.1050%68-07:00
10 10 James Geoga | 102001017 10| 449483135 4556.0072-12947




MIP and DLP for Fabric

New Protection Policy actions: As a
result of applying labels, admins can set
MIP Protection Policies for items in
Fabric (Allow read, Allow write).

Extend label protection actions: Extend
Power Bl Desktop protection actions to

match Office protections more closely
(Open, Edit, Republish)

New DLP Policy: Customers will be able
to apply DLP policies (Policy Tips &
auditing) and scope to specific Fabric
workspaces (available in Power BI).

Onelake
data hub

B

Apps

Q

Metrics

®

Monitoring
hub

o

“aployment

/Name

Table - Report | @@ Confidential Label Group\Confidential Label - Internal Only ~ Q_ Search

B ChatinTeams g8 Explore thisdata @ Getinsights (@ Subscribe toreport 0Q Set

Table - Report

1d we'll show you how to get around.

Location

My workspace

Sensitivity * ©

\ﬁ Confidential Label Group\Confid...

Name

Page name
Page 1
Contact - i Power Bl My workspace

Diego Siciliani
D

Confidential Label Group\Confidential Label -

Internal Only

Confidential data that requires protection, which

t  allows all employees full permissions. Data owners

can track and revoke content.

Data updated
12/3/23, 211 PM

[53 Workspace settings

Table L&

—  Semantic model I
@ Report
Refreshed: 12/3/23, 2:11:51 PM
Onelake
data hub
Q 2
Aops

o

Table - Report (3



Label Scheme Modernization

Goal is to reduce confusion and complexity - Stand-alone and child labels will remain as-

of label hierarchy configuration for admins is today.

and users: | - Label Groups (what used to be Parent
L“;;g;jj*;;:;g;sgﬁ‘;ﬁf;g;{;’ss 2pps when parent labels are labels) will represent a group of labels.
Prevent orphaned labels — as requirements evolve, adding a sub label . Wlth proposed Change, there will Oﬂly be

to a standalone causes all prior data assets to be orphaned

two types of entities:

Label group (new)
Labels (includes standalone & child labels)

Today (Before) Proposal (After)
G
§| & ¥ & 1 G
Sensitrety VW Editor Immersive  Insights View
e Reader Templates
shelvimisrasa M fem aleli@microsoft.com Add-in | My Templates
» Stand-alone label Non-Business > Label
Public
| General
Confudental * Confidential > Recipients Only
Highly Confidential > Microsoft FTE > Label

Ty Micr Fy
() Learn More Microsoft Extended

Any User (Mo Protection)



Label scheme modernization: Pre-Migration Readiness

Parent labels have the right scope (superset of their
child label scopes).

Parent labels are published with child labels
« They are not published by themselves.

Parent labels are not used as defaults, recommended,
or in Auto-labeling, Protection, or DLP policies.




@ CF Contoso Finance Admin has defined default sensitivity label for SharePoint site Group membership
E t d d S h P . t ® Private group | Confidential 4 members
Xxtende areroin Er=g
Home T Upload v [ Editin grid view {3 Sync &) Add shortcut to OneDrive - st
P [ o .t I R M S D Conversations (@ Henry Brill has been removed from the group X
e rI I I I SS I o n S WI Documents Documents [ ~ Mona Kane
@ ’ g Owner Vv
Shared with us Name Modified | Modified By
He g Tim Deboer %
. . . . . Notebook @= NDA_ContosoEnergy.docx Yesterday at 2:30 PM Megan Brown Member
Brings together permissions in SharePoint Robin Counts
. . . . Pages @: NDA GlobalBank.docx June 11 Megan Brown “@ oSy
Online and Microsoft Purview Information @ N\ HeeKGrun oo o @ oo
P rOteCtI O n * Pages m= NDA_PrimaCare.docx May 21 Membez:

Megan Brown
Admin removes Henry from the site

Site contents @5 NDA FabrlkamTech.docx April 29 Megan Brown Confidential/Recipient Only
L |
. . File Home Insert Draw Design Layo References Mailings Review View Syntex Hel f\"
«  ACLs for MIP encrypted docs are inherited from the T g ’ -
SPO site — fewer access issues to debug 2 ACLs > 1
ACL]. Clipboard 1% Font Paragraph Styles Editing Voice  Sensitiwity  Editor  Add-ins b

* Managing ACLs is delegated to the site admin (==

Gate owner) - less overhead fo the compliance
enry cannot re-open already downloaded file — instantly loses access!

admin
X |
. i Microsoft Word
+ Simple and consistent enforcement of access to = You ar siged n, bt your ccount o anger
. has access to this file. Please contact the file
encrypted data — makes online and
offline/downloaded files instantly inaccessible |
when user is removed from the site ==
* No need to create a label per project/site -
Prevents label sprawl
T2 Accessibility: Good to go @ Display Settings %

78°F mE N\ . Y _ U A0 sl o g = 9:28 AM



Just-in-time on SPOD

With Just in time protection Admins can be sure that
each file will be evaluated and protected by DLP on
the latest policy posture

« Admin can turn on JIT for both OneDrive and
SharePoint.

* A cold file which hasn't been evaluated by DLP will
appear as non-sensitive to both internal and
external user

*  With JIT protection on — every access will be
evaluated and enforced as per the latest policy
posture

i 9% Contoso Electronics

Just-in-time protection

Choose which locations to monitor

Access Denied
Due to organizational policies, you can't access this resource.

Here are a few ideas:

@ Please contact your organization,

f this problem persists, contact your support team and include these technical details:




i Microsoft Purview

New sensitivity label
Assign permissions now v a

The encryption settings you choose will be autematically enforced when the label is applied to email and Office files.

Conditional Access with Labels

* Label-Based Conditional Access combines familiar
sensitivity labeling-based protections with Entra ID
Conditional Access policies to give administrators
more control over where and how sensitive
information can be accessed.

* Label policies can be extended to restrict access
based on user attributes, user risk posture, device
status, user location, and more.

Scenario in which a user is granted access:
A user trying to access Swiss customer data

from Switzerland will be granted access to files
labeled as “Confidential\Swiss Customer Data”

Scenario in which a user is denied access:
A user trying to access Swiss customer data
from Germany will be denied access to files

© scve [ Newr
@ items Allow offline access (D

‘ Always v
®  Encryption

© Auto-labeling for files and emails Assign permissions to specific users and groups *© ()

Assign permissions.
O Groups &sites
2 items
O schematized data assets (preview)
Users and groups Permissions. Edit Delete
Q Finish A . . . .. .
Admin configures conditional access when defining a sensitivity label

MIPSDKDemo.onmicrosoft.com Co-Author Vd

Use Entra ID Cenditional Access to protect encrypted files.

ion context. Each context has an Microsoft Entra Conditional Access policy applied to enforce restrictions. Learn

Cancel

8% Microsoft Authenticator

tom@mipsdkdemo com

Share your location from
Microsoft Authenticator

fe've reached out to your

File opens for the user
Share your location
with MiltOrCom
Because you are accessing
sensitive data, your organization
requires you to share your location
once every hour.

Always allow access even when
you're not using the app to avoid
future prompts.

Terms ofuse  Privacy & cookies +-+ Make sure precise location is

Continue

labeled as “Confidential\Swiss Customer Data”
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Reuse Diclale | Sensitvity Addins  Editor Desigr

Files - v v -

Dynamic Watermarking

&'\

ANy
«%’

A A Ap

av £ A |

11}
ihl
(11
=
1]
<

« Dynamic watermarking provides customers
with the controls to require virtualized :
watermarks on labeled documents.

% Siles 1y Editinng Revse Fikes Voice Sensitivity Add-ire
1

“Execuuve summary

] 4 5 5 7

Contoso Tech is a start-up company that provides innovative solutions for cloud

computing, artificial intelligence, and data analytics. The company was founded in

2020 by a team of experienced engineers and entrepreneurs who saw an opportunity
th e to create value in the fast-growing technology sector.

« Renders user’'s|email addressfae

d oCcu ment The company's mission is to help customers achieve their business objectives by
leveraging the power of cloud computing, artificial intelligence, and data analyties.
The company's vision is to become a leading provider of technology solutions that

. Discourages una uthorized phOtOS and : enable digital transformation and innovation.
sharing in Teams.

()

Press | Esc | to exit full screen
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Labeling meetings recordings, transcripts with
iInheritance S—

‘ Transcript X

Al English | Download

-+ New Bl Moveto D) Copyto

Labeled meetings will
automatically inherit the label to
meeting artifacts:

] |||

o e

Thank you everyone for joining today

We'll start in a moment

An

s
alytics
=

uestions about the

ant Save it have we changed

nces? Adele? Can

1. Support labeling for recording
and transcripts

Weekly Group Sync Details Scheduling assi

. . @ Meeting sensitivity 4:48 pm Show as: Busy v  Category: None v Time zone: (UTC +580) Indian Standard Time v Response options v s
2. Meeting recording and o Lporodeneeded
200 Your organization recommends new... Response Options > .
M M M o2 VG s f Weekly Group Sync Who a new feature 1o
tra nsc rl pts I n he rlt the S a m e Tebius Wesky CIovene Require Registration: None > ty for our

label after a meeting is finished . @& csmunrenoe 0 o @ moe o @ e 0 @ BN e Sl o * | o resiced spaces

ile calling In by pnone can

Hey Daniela, can you take a look at this - n pilots
% G; Bruno Zhao e Charlotte de Crum Non:Busiriess ss the lobby &
Calls @ [ krystal added a task 11:00 am Public 2 options ey're flying in an
© Marketing > Contoso

3. Labeled recordings can be 0 e e o © 20521 v 1030am v > 290521 v 1030am N\ y
Suggested time: 2:00-3:00 PV

p rotecte d fro m OVerS ha ri n g by \19 & Charlotte, Babak replied ~ 10:58 am Any User (No Protection) Confidential > Inl:im about building

to you (5] Does not repeat Highly Confidential >

. . Northwind Traders > Marketing Recipients Only
preventing file download Want o g0 cutfor knch ey € my e
=) Add channel e
ApPs .”ft’t & Sarah +2 reacted to your 914am
@ message
Chat with Reta, Miguel, +3 ) Add location Online meeting ()

4. Labeled transcripts can restrict
sensitive chats from being Qs | T BIES VA Ameey 22EE 2

. Daniela, | can help you with the deck today. Let's gather today to talk about the agenda items for our upcoming review. Making
p roces Se d by CO p I | Ot this bi-weekly for the coming few weeks.
@ % Cassandra shared a 7:12 am
@ channel with you
Tailspin Toys > Suppliers

‘9 € Laurence added you to 3/4
Northwind Traders




Automatic labeling of meetings from sensitive docs

L & &£ & 0 ® 2206

Mic Camera  View Share  Reactions Chat People Apps More

Protected meeting will =
automatically label based on the
most sensitive shared content:

[ (& Meeting sensitivity updated to Highly Confidential Chat seel X

End-to-end encryption, watermark, who can
record, and record automatically will take affect
after the meeting has restarted.

9/22
That would be nice

I'm pretty confident that this
launch will be successful. The team
has worked tirelessly to make it
possible. This is going to be
awesome.

1. Labeled documents shared
through chats or windows
share can upgrade label on -

meeting e

& B8 B3 % 0 & &

Camera View Share

i@ Kayo Miwa 9/22

© Thank you for always being so
positive!
| will push Krystal to give us a few

more days. That shouldn't be a
problem.

@ JulyPromotion.docx
box.com/s/w9eo6eua8?.

(@ The meeting has inherited the shared file's
sensitivity of Highly Confidential

lh

ERC

2. Labels can be recommended
or automatically applied to
meeting from shared
documents

9/22
That would be nice

I'm pretty confident that this
launch will be successful. The team
has worked tirelessly to make it
possible. This is going to be
awesome.

Meeting sensitivity will be upgraded
Reply

A ¢ O@ B & B

Due to your organization's policy, the meeting
sensitivity will be upgraded to match the sensitivity of
the shared file.

Kayo Miwa  9/22
9 Thank you for always being so
positive!

I-

(B

b ; (O Don‘t show this message again

Cancel m

1 will push Krystal to give us a few
more days. That shouldn’t be a
Ll

@ JulyPromotion.docx

box.com/s/w9eobeua8d.

Reply

Serena Davis Serena Davis \ . A C OB @& B
< -




Labeling in OneNote
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o) Contoso Electronics  Microsoft Purview

= Settings > Optical character recognition (OCR)
=
Embedded OCR " Been :
8 Specify where OCR scanning will occur
= The OCR scan will be restricted to the locations you define. For example, if OCR scanning is scoped to just
two SharePoint sites and a compliance policy is applied to all SharePoint sites, only the two SharePoint
= sites selected will be scanned for sensitive information.
fé Location Scope
[-é @ Exchange email 1 distribution groups Edit
. o & SharePoint sites All sites Edit
With embedded OCR support across workloads, .
. . . ] & OneDrive accounts Al
customers will be able to scan images which are 5
M M M M M i} Teams chat and channel messages distntattion groups Edit
embedded inside office and archive files g m
|8 2o e =

Images inside hybrid PDF files which contain a
images as We” aS SearCha ble teXt Wi” aISO get File Home Insgrt  Draw Design Layout References Mailings Review View Help
scanned using OCR. [(F & | bomoom o J|E-E-5- 22 p, | O

I >
Paste L& B I Uva x XA Styles ~ Editing
v AY £y Av Ay AN vigllw ¥ %

Clipboard N Font < Paragraph [N Styles N

@

v o2
3

o () iii

No admin intervention: The existing OCR
settings will seamlessly extend and apply to
embedded images

- Hey, here is a copy of my Tax ID.
o o

Aptos (Body) Jn ]

B 7 Uvax:x A
Paste . . | Paragraph
. X Av W v Avhav A A v

Clipboard 1% Font

@ Data Loss Prevention

Don't share sensitive information

The file you are sharing contains sensitive data.
Please remove sensitive data before sharing.

Page 10of 1 9words ¥ English (United States)

Dismiss




Protect your most important PDF files

o 2 © 4

Office PDF SharePoint SharePoint Adobe Acrobat
support renders auto-labeling native support
protected PDFs support for PDF for labels

[ NDA document pdf - Adobe Adobat Pro DC (Trunk 32-bit)-03/17/2022

File Edit View E-Sign Window Help
Home  Tools NDA document.pdf l‘_d @ " .

w ® 8 Q ©]

CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENT

THIS CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENT (the “Agreement”) made this

March

2021

day of (the “Effective Date”) by and between

Acme Associates a public corporation, and

Star Impact Corporation 4 public corporation,

(collectively, the “Parties” and each individually a “Party”).

The Parties are exploring the possibility of engaging in one or more mutually beneficial business
relationships (collectively, the “Business Relationship”). The Parties recognize that in the course of their
discussions to further the Business Relationship, it will be necessary for each Party to disclose to the
other certain Confidential Information (as defined below). Each Party desires to set forth the terms that A
apply to such Confidential Information. v

NOW, THEREFORE, for and in consideration of the foregoing, of the promises and covenants set
NDA document.pdf




User-defined permissions for secure collaboration

® Users can choose specific users/groups for read/change
permissions at the file level (no need for admins to create labels)

® Pprotection travels with the document, no matter where and how
the document travels

Co-authoring support of encrypted Office files with user-defined
permissions in SharePoint

G rov ':. Restrict permission o this presentation
Contoso




W | AutoSave Document] @ No label = Last Modified: 10m ago

£ Search 9 Kian Lambert 'ﬁ’ L ﬁ = O X
Filee Home Insert Draw Design Layout References Mailings Review View Help (S Comments 2 Editing \/ (& Share v
< A Calibri (Body) v |[EEviEYySVES L Find D %Q% |*L—|L—1
[] 0 : S e AaBbCc  AaBbCc AaBbCc b Repl = A
Paste B B I U+ X, X ’60 = = = = 4= Normal* No Spacing Heading 1 ¥ O Replace R — SE‘I‘IEit-IVitY R’:USE'
b . - les
S A2 A AN O H[ol|a
Undo Clipboard T3 Fant F Paragraph F Style Editing & | Dictation Editor Sensitivity Reuse Files
Van/\rsdel VA Shared Design Power & Simplicity
L3
E ]
Achieving Focus: When technology communicates and
behaves well, it enables you to do what you want to, on
your terms. It communicates in ways that are not
disruptive allowing you to focus. Focus is achieving the
level of concentration you need to accomplish a task.
Nai
Page 1 of 1 0 words Text Predictions: On {__J'\'/ Accessibility: Good to go I :D: Focus El [% - = + i




Sensitivity labels to protect Microsoft Teams shared
channels

® Private Teams discoverability control

® Shared channel controls provide access controls to shared
channels based on the label applied to the Team: internal only,
same team only (internal), or private Teams only.

Privacy

These options apply to all Microsoft 365 Groups and teams that have tt
existing privacy settings for the team or group. If the label is removed, 1

() Public

Anyone in your organization can access the group or team (including content)
(@) Private
Only team owners and members can access the group or team, and only own

O Mone

Team and group members can set the privacy settings themselves.

36




Configure policy tips as popups for labeled emails and
attachments

® Configure DLP rules that display warnings in a popup dialog
before sending emails.

® Admins can set up rules to provide warnings, require business
justifications, or request explicit acknowledgements before
sending emails

Generally available
in Office version
v2302

37




Double Key Encryption (DKE)

® Use double-key encryption to protect your most sensitive files and
emails in Microsoft 365 Apps on Windows with built-in labeling

® With DKE, Microsoft stores one key in Microsoft Azure and you
hold the other key, ensuring that only you can ever decrypt
protected content, under all circumstances




Tracking and Revocation

Native in Information Protection

® Users can access the Microsoft Purview compliance portal to
check who has tried accessing their sensitivity labeled and
encrypted local Office files and revoke access when needed




Growing ecosystem

Purview and Priva partners

MISA partners

1 1 1 MISA products and services

“MISA transformed our ability to deliver a
premium solution to our clients quickly by
enriching our solution through integrations
with Information Protection and Defender for
Cloud Apps, allowing us to focus on our Al
designed to automate Microsoft security tools.”

Ami Marueli, Chief Technology Officer & Cofounder, Cognni
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Microsoft Purview Information Protection SDK

pm Cross-platform SDK

0 Extend classification, labeling, and
m m protection

| ¢ Broadens the reach of information
4 protection capabilities
O Used in Microsoft Purview Information

Protection solutions

T Graph (REST) endpoint for Policy API

/—Platforms
1

E o

MacOS

\_

/— Languages

C

o ¢

\ Graph Service




Components of the SDK

Abstraction of Policy and Protection API

Can read labels from supported files
Can apply labels to supported files

Fi I e S D K “Supported” files can be expanded

Useful for client applications Protects plaintext content
-

— Exposes policy for current user r‘. Decrypts protected content
. v . ) .
Exposes actions for each label Rights enforcement is up to the developer

Policy SDK Protection SDK




Information Protection and Microsoft 365 Copilot

Al-powered data Microsoft Copilot A3 08l S el
e .- . Prepare, protect, and
classification for Microsoft 365 defend in the Al era

Y

]

B



https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DHFlHPgq5q2E%26list%3DRDCMUCJ9905MRHxwLZ2jeNQGIWxA%26start_radio%3D1%26rv%3DHFlHPgq5q2E%26t%3D5&data=05%7C01%7Cannachiang%40microsoft.com%7Ca14d4a7c64a94a78b80e08dbbd35eed2%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638311811582152161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=l3CCEi2JF2RgEoSdsWZEVOvH%2FsBoBG2YxjBVi9jqn7U%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DHFlHPgq5q2E%26list%3DRDCMUCJ9905MRHxwLZ2jeNQGIWxA%26start_radio%3D1%26rv%3DHFlHPgq5q2E%26t%3D5&data=05%7C01%7Cannachiang%40microsoft.com%7Ca14d4a7c64a94a78b80e08dbbd35eed2%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638311811582152161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=l3CCEi2JF2RgEoSdsWZEVOvH%2FsBoBG2YxjBVi9jqn7U%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DHFlHPgq5q2E%26list%3DRDCMUCJ9905MRHxwLZ2jeNQGIWxA%26start_radio%3D1%26rv%3DHFlHPgq5q2E%26t%3D5&data=05%7C01%7Cannachiang%40microsoft.com%7Ca14d4a7c64a94a78b80e08dbbd35eed2%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638311811582152161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=l3CCEi2JF2RgEoSdsWZEVOvH%2FsBoBG2YxjBVi9jqn7U%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DHFlHPgq5q2E%26list%3DRDCMUCJ9905MRHxwLZ2jeNQGIWxA%26start_radio%3D1%26rv%3DHFlHPgq5q2E%26t%3D5&data=05%7C01%7Cannachiang%40microsoft.com%7Ca14d4a7c64a94a78b80e08dbbd35eed2%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638311811582152161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=l3CCEi2JF2RgEoSdsWZEVOvH%2FsBoBG2YxjBVi9jqn7U%3D&reserved=0

Copilot will honor access control restrictions on labeled
content

< 2 Q, Search @. - O

Only content from references where the @) Copilot Peiew Chat About FAQs What's new o)
u Se r has a p prop”ate RM S perm | SS| On W|| I TIOMm across aocsﬁmessa_ges 10 gIve you SUmmaries, neip you answer DUsINess questons, ana quickly arart content. |'m

. . here to help but do make mistakes—so please check content for accuracy and share your feedback
be included in responses.

Ready to explore? Select one of the suggestions below to get started...

If a user lacks the right RMS permissions, = Summarize 7 Create D) Ask e
. g . Review key points from file Draft an email with action When is my next meeting with
COleOt Wl” InfOI‘m the user and prOV|de items from meeting persan?

a link, but will not include the content for
generating responses.

You can always use the prompt guide for suggestions by selecting this button %

1117 AM

What happened in the 10am meeting and show me related documents

Copilot 9:16 AM

o The meeting was with Mona Kane from Fabrikam. Mona called an emergency meeting to raise concerns about a
discrepancy between our proposed delivery dates and the dates that made it into the final agreement. This was a real deal
breaker but we managed to put out the fire thanks to solutions provided by Logistics. Additionally, Kayo Miwa from
logistics will be walking us through some mitigations on Friday. 1

You may also find more information in 2023 Fabrikam_Resources. However, it's protected and I'm unable to provide more
information.

0 Copilot will not include O copy @l EditinWord ~
information from

1 reference (& ®1/20 Algenerated content may be incorrect db Q

referenced files where the
user does not have
appropriate access rights.

More concise | Show mare detail | C

Ask a work guestion or use / to reference files, people, and more w9 B




Copilot can reason
over data sensitivity

Users can see the sensitivity of
the document that they
reference within the Copilot
prompt

: L

&« C Q_  https://onedrive.live.com/:w:/t/EaCKkPs6AchljwULn3060f4Bvb8jylAFWrkt2bSC8LIaZw?e=CMgqnT

&r
ks

I Documentiss @ @ - L Search (Alt + Q)

File Home Insert Layout References Review View Help

[ Comments A+ Catch Up

[fv ¢ | AptosBody) v 11~ B I Uv Z2v Av v | POv @ 8&v | £ | v | B copiot

i
<
il
<

This file is sensitive. Referencing it will update

the sensitivity of your document to match.

G Draft with Copilot Preview Confidential \ Contoso FTE X

A executive summary of Contoso FY24 Product Strateqy%include quotes from customers

0/2000

Generate 7 Reference a file

Page 1of 1 Owords English (US) Text Predictions: On

Page View [@ WebView — —@——————— + 100%




Copilot can reason

over data sensitivi — Q- o -

o Copilot Preview  Chat About FAQs What's new (6 GO

You can always use the prompt guide for suggestions by selecting this button %

11:17 AM

Summarize the Contoso brief

Users can see the sensitivity of
the document that they Coplt 9

o Contoso is a sustainable home building plan designed to create environmentally responsible and energy-efficient homes,

refe re nce Wi th I n th e Cltat IO n S Of minimizing the ecological footprint and providing a healthy living space for homeowners. Our approach incorporates

cutting-edge green building techniques, eco-friendly materials, and innovative design strategies that promote energy

th e CO pl |Ot OUt pUt conservation, water efficiency, and waste reduction. 1

16 AM

Key Features of the Sustainable Building Plan: &
a. Energy Efficiency:
b. Water Conservation
c. Sustainable Materials:
d. Waste Reduction and Recycling:
e. Indoor Environmental Quality:

Eco-Friendly Haven's sustainable building plan is designed to create homes that are not only visually appealing and
comfortable but also environmentally responsible and resource-efficient. By prioritizing sustainability at every stage of the
building process, we aim to contribute to a greener future for our planet and promote a healthier lifestyle for homeowners.

[J Copy ﬂ Editin Word  ~

More concise | Show more detail | &

N . & T
Ask a work question or use / to reference files, people, and more %N 9 P




Copilot can reason S
over data sensitivi -~ EEL - @ -

o Copilot Preview Chat About FAQs What's new

TrOM across Aocs ana Messages 1o give you SUMmaries, Neip you answer DUsiness questions, ana quickly arart COntent. I'm
here to help but do make mistakes—so please check content for accuracy and share your feedback.

Ready to explore? Select one of the suggestions below to get started...

A sensitivity label applies to the

. . = Summarize /7 Create (D) Ask HEW
e nt Ire conversa tIO n. Review key points from file Draft an email with action When is my next meeting with
items from meeting person?

Conversations inherit the most You can always use the prompt guide for suggestions by selecting this button %

restrictive sensitivity labels from the 1117 A
references used to formulate a What happened in the 10am meeting and show me related documents
response. Copilot 916 AM

o The meeting was with Mona Kane from Fabrikam. Mona called an emergency meeting to raise concerns about a
discrepancy between our proposed delivery dates and the dates that made it into the final agreement. This was a real deal
breaker but we managed to put out the fire thanks to solutions provided by Logistics. Additionally, Kayo Miwa from
logistics will be walking us through some mitigations on Friday. 1

You may also find more information in 2023 Fabrikam_Resources. However, it's protected and I'm unable to provide more
information.

O copy = ol Editin Word ~

1 reference * (4 ®1/20 Al-generated content may be incorrect {5 Q

More concise || Show more detail | &

Ask a work question or use / to reference files, people, and more S P B




Copilot generated S — -

@ AutoSave .;W = Copilot Notes @ Confidential v

output is automatically = = = o oo o e e .
[ Aptos (Body) ) | CP A/

0 !l
B I U~ a x x A »
I a b eI ed Paste - g ¢ Paragraph Styles Editing Dictate  Sensitivity Reuse Add-ins Editor Copilot
v g A £+ A~ Aav A A v v v v v Files

Clipboard N Font Styles N Voice Sensitivity = Reuse Files Add-ins

Review  Vie

Microsoft Purview provides end-to-
end data protection that
transitively protects sensitive data
across application experiences.

What happened in the 1(

a The meeting was with Mona Kane from Fabrikam. Mona called an emergency meeting
Jic

repancy between our proposed delivery dates and the dates that made it into the fi
eaker but we managead to put it the fire thanks to solutions provided by Logistics. £

tics will be walking us througt me mitigations on Friday, !

. _Confidential \ Contoso FTE

Copy @ Editin Word tected. Conto ne tmployees

Labelling conversation sensitivity on L1




Copilot generated
output is auto-
matically labeled

Use existing Microsoft Purview auto-
labeling rules and admin-defined
sensitive information types to detect
sensitive content and automatically
label the files/emails.

@l AutoSave .ﬂ) 2

Lisa Bizgan *

Copilot Notes rg Highly Confidential\Microsoft FTE v L

- 2 =
File Home Insert Draw Design Lay| Sensitivity label applied based on admin auto-labeling configuration | = Comments y Editing

Clipboard

Dana G Af ©

Aptos (Body) vl ~|

B
A~

1067 winrde

Il

vy L8

I U~ x x A Paragraph Styles

Editing Dictate Sensitivity  Reuse Add-ins

2« A~ Aav A A - Files
Font 1] Styles Voice Sensitivity Reuse Files Add-ins
Conclusion
and ( « are working together to deliver data security and compliance solutions for Al

and LLM interactions, by extending Fu 's existing capabilities and building new ones to address
the specific needs and scenarios of Al and LLM users. This document summarized the solution
review document for CY23H2, which outlined the market conditions, customer feedback, Purvi
promises, workstreams, execution plan, and risks for delivering data security and compliance for Al
and LLM interactions. The document also provided mockups and examples of the end-to-end

experience with and b Sensitive Information Types detected
(io- A

Admin has defined which
sensitive information types
to detect with Purview |

Keyword group #1 *

Case insensitive

b

\_LPuriew /

{ Detect content that matches these conditions N
" Content contains

Group name *

Admin has configured to
automatically apply label

Sensitive info types

when sensitive information
atidence types detected ‘

When content matches these conditions

\ Automatically apply the label

Tawt Dradirbinne: An = Nt Catbinns ™ ea.c R =

® &

& B

Editor Copilot
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Microsoft Purview

4 . 3 .
(R Home Informatlon protectlon 58 Remove from navigation
¥ Compliance Manager
Overview Labels Label policies  Auto-labeling
<> Data dassification =
&  Data connectors
AR Take control of the sensitive info
b~ Reports
PO Protect your org's sensitive info by quickly activating our recommended set of information

== Policies protection features that help detect and classify content containing credit card numbers.

Learn more about these features and how they'll impact users Protect these items containing
& Permissions credit card numbers
& Trials What happens when | activate these features?

Exchange emails

Users Admins 1
Solutions O Can apply one of 12 sensitivity O Can review items containing credit card

labels to items in Outlook, Word, numbers and decide whether to automatically Sharepoint and OneDrive files
® Catalog Excel, and PowerPoint apply a label to them 50

O Get recommendations to label

o] App governance items containing credit card numbers

Audit Activate features Choose what to set up

Content search

o W

(D Communication compliance
Information protection resources

[—'e Data loss prevention

. . Ll
& eDbcovery % Stay informed about informza .on protection
We're constantly updating our information protection features to make sure your organization can classify and protect ~
B Data lifecycle management sensitive info across the expanding Microsoft 365 landscape. Check these resources often to keep up-to-date on the

latest enhancements.
' [1 Information protection
Read the official docs




Microsoft Purview

(R Home

¥ Compliance Manager
<> Data dassification
¥  Data connectors
A Alerts

k2 Reports

= Policies

€ Permissions

%5 Trals

Solutions

B catalog

&

v @

(8

App governance

Audit

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management

Information protection

rds management

Information protection

Overview Labels Label policies  Auto-labeling

Information protection resources

Take control of the sensiti

Protect your org's sensitive info by quickly activating
protection features that help detect and classify conte

Learn more about these features and how they'll impa

What happens when | activate these featf

Users

O Can apply one of 12 sensitivity

labels to items in Outlook, Word,
Excel, and PowerPoint

O Get recommendations to label
items containing credit card numbers

Activate features Choose what to set up

Stay informed about information protectic.i

We're constantly updating our information protection features to make sure your organization can classify and protect ~
sensitive info across the expanding Microsoft 365 landscape. Check these resources often to keep up-to-date on the

latest enhancements.

Read the official docs

Set up recommended information

protection features

Learn more about our recommended features and decide which ones you want to activate
now. Don't worry..you can always edit them after they're created, and we'll provide a way to
quickly set up any you might skip this time around.

Create auto-labeling policy

45 matching files from

Turn on policy or review matching items
. . - . 57 sites

43 matched files to 3 matching emails

1 Exchange emails that
contained credit card
numbers

Gain insight into your org's sensitive
content by reviewing items containing
credit card numbers to help decide if you
want to automatically apply a sensitivity
label to them.

What we'll set up for you

O Auto-labeling policy that detects items
in SharePoint, OneDrive, and Exchange
containing credit card numbers

© Policy is run in simulation mode so you

can review which items will be labeled

when you turn the policy on.

Learn more about these settings

User impact

¢ Labels won't be applied to items while

the policy is in simulation mode.
* |f you turn the policy on after reviewin
the simulation, the 'Confidential’ label
will automatically be applied to users'
emails and docs that contain credit ca

numbers,
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