Any employee
Cloud-based and on-premises
identities, groups and roles

Any location
HQ, branch office, home, remote

Any platform
Android, iOS, Linux,
MacOS, Windows

Any device
Corporate and personal
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Secure access for any employee, anywhere, to any app or resource

Any data, apps
or resources

AL

laaS, PaaS, Datacenter

o

Microsoft 365

@6
& now Q

SaaS, Websites

)

On-premises
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Enhance access controls with new conditions and controls

All apps
Identity/workload, i and resources

groups, roles
AL

Apps and data laa$, Paa$,
Datacenter

Trusted and

compliant devices Unified Real-time
005 evaluation
policies

engine
Risk

Effective Restrict

) Internet
Location

= fel
Compliant :

network On-premises

Decision Enforcement




Ensure least privilege access

Launch pre-hire workflow ’ Launch termination workflow

A A
New worker joins R R Worker separates from org

Uniformly govern access
to on-premises and cloud resources ® Lounch mover workfiow

A

Other identity
providers R Job profile changes (dept, locale)

o ) = g
: : W sf —1= Microsoft Entra ID 6
Provide only access necessary with IOSOIE ENEE

Entitlement Management HR systems Enterprise SaaS apps

Automate join/move/leave employee
lifecycle events

NA

Simplify access reviews

with ML-driven insights EEI] EI@ E@I) F'lqj Eé D@ Ecl)

On-premises apps On-premises apps
(AD-based) Active Directory (non-AD-based)

on-premises




Formula for success: unified Zero Trust user access

Unify conditional
access

For all resources across
identity, endpoint, and
network

S\

Ensure least
privilege access

To any app or resource,

including Al

Improve the
user experience

For remote, from home
and in-office work

Reduce on-premises

security solutions
Retire and minimize
dependencies on legacy
security solutions



