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COVID-19 brings unexpected IT challenges

How do we rapidly enable work from home while protecting corporate resources?

Bad actors exploiting COVID-19 Challenges to onboard and manage
themes and VPN vulnerabilities new and personal devices

VPN scalability
constraints

Difficulty rolling out new
security controls

Sudden spike in the
need for remote
access to apps

Supporting transition
to remote work
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Se C u re yo u r re m Ote WO r kfo rce Microsoft Services and Licensing

Enable remote Manage devices Protect corporate
access to apps and apps resources
Empower remote workers to Enable BYO and unify Leverage built-in, seamless
access the apps they need without management across devices security to protect data while
compromising security. and apps. keeping users productive.
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Enable remote access to
apps

NY=1e[g=B Secure access to all your apps from anywhere.

N{aa]ellia Simplify end user app discovery.

Extend Extend secure collaboration to your
e contractors and partners.

Enable strong authentication.




Secure your remote workforce

Manage devices
and apps

Enable BYO and unify
management across devices
and apps.

MVSL+

Microsoft Services and Licensing
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Manage devices and apps

Manage remote personal and
corporate devices and apps.

Remotely provision and deploy
new devices.

Deploy and manage virtual desktops.

Secure mobile devices and apps.

Proactively manage updates,
patching, and policy.




Secure your remote workforce

Microsoft Services and Licensing

Protect corporate
resources

Leverage built-in, seamless
security to protect data while
keeping users productive.
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Protect co rporate resources

» Protect data while your remote
workers collaborate.

= Secure data in your cloud apps.

= Keep your people safe from
phishing and malware attacks.

= Secure your endpoints.




Get started enabling secure remote work

Manage Enable
Devices Access

Protect
Resources

Phase 01
-

Phase 02

ViS4

Microsoft Services and Licensing

Phase 03

= Connect your on-premises infrastructure
to the cloud.

= Connect all apps to Azure Active
Directory to enable single sign-on.

= Securely enable BYOD.

= Remotely provision and deploy
new devices.

= Turn on Teams DLP policies.

= Enable safe links and safe attachments.

= Turn on MFA with Conditional Access.

= Use Azure AD Secure Hybrid Access
or Azure VPN to enable access to
on-premises web apps.

= Enforce access policies on unmanaged
devices with Intune.

= Deploy and manage virtual desktop.

= Extend access with Azure AD B2B
Collaboration.

= Enable Risk-based Conditional Access.

= Use Conditional Access to enroll
devices in MDM.

= Proactively manage updates,
patching, policies.

= Discover all cloud apps and services used in = Use Recommended Configuration Analyzer

your organization.

= Onboard machines to Microsoft
Defender ATP.

to review Office ATP configurations.

= Implement application protection policies
with MCAS.
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O ff e r S a n d r e S O u r C e S Microsoft Services and Licensing

1 /

Get remote deployment Self-serve
help with FastTrack. deployment quidance.



https://www.microsoft.com/en-us/fasttrack?rtc=1
https://docs.microsoft.com/en-us/enterprise-mobility-security/remote-work/
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Li C e n S i n g Microsoft Services and Licensing

M365 E3! M365 ES!
$32/u/m $57/u/m

Core Identity Azure Active Directory [Single Sign-On, Cloud Authentication, Self-Service Password Change, MFA] ° ° °

Microsoft 365 Admin Center, Microsoft Intune, Windows AutoPilot, Fine Tuned User Experience, Windows

Device & App Analytics Device Health

Management

Mobile Device Management for Office 3652 ° °

Windows Hello, Credential Guard and Direct Access'3, Azure Active Directory Plan 1, Microsoft Advanced
Threat Analytics, Microsoft Defender Antivirus and Device Guard®> Azure Information Protection Plan 1, L4 L4
Windows Information Protection, BitLocker

Security & Identity
Azure Active Directory Plan 2, Microsoft Defender Advanced Threat Protection (ATP),

Office 365 ATP Plan 2, Azure ATP

Cloud App Security °

* - Azure Active Directory free edition is included with a subscription of a commercial online service, e.g., Azure, Dynamics 365, Intune, and Power Platform. Single Sign-On is provided for up to 10 apps
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Helping you beyond securing remote work

Supporting your teams in our new reality.
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Stop attacks with Modernize

automation and Al. your security
operations.
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Strengthen your
cross-cloud

security posture.

VISL+

Microsoft Services and Licensing

Mitigate
insider risk.
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