AIAST Quick-start Guide

Advanced Interactive Application Security Testing

@ Abstract

This guide takes the Java language web application and Tomcat as an example. This guide aims
to allow users to quickly get started with the AIAST SaaS platform and gain hands-on

experience by completing the easiest and most complete usage process.

@ Easy-to-use Process

Deploy Container - Download Agent - Configure Agent - Deploy Range (Web Application) -

Test Range - View Results - Export Report

Unlike ordinary Java programs that are started through the main method, the Agent is not a
program that can be started independently but must be attached to a Java application (JVM),
run in the same process as it, and interact with the virtual machine through the Instrumentation

APL.

@ Deploy Container

The Tomcat version of this document example is 8.5.83. On the official download address

https://tomcat.apache.org/download-80.cqi, please choose the download link as the figure

below. For the installation , please refer to the official Tomcat instructions

https://dlcdn.apache.org/tomcat/tomcat-8/v8.5.83/README .html.
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Figure 1 Tomcat download page

@ Download Agent

After the user account has been created, you could log in to the system with the group admin

account and password. There are 3 ways to download the Agent:
1) On the Homepage, click [Quick Start]/[Add Application] on the top sidebar;
2) When using AIAST for the first time, click [Add Application] in the middle of the Homepage;

3) In the [Applications] page, click [Add Application] in the upper right corner of this page;

to AIAST - Security Testing Taol
Bom for Agile | Best Security Testing Tool for DevSecOps

o/ + Add Application

Figure 2 Download Agent on the Homepage (method #1 & #2)
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Figure 3 Download Agent on the Applications page (method #3)

After you click on the [Add Application] button, the content of the page will display as below in

default (take Java as our example):

@ Home / Add Application
v | @ Step 1 Step 2 Step 3
Tyler Wang v/ | step 1: Download AIAST Agent
Group Adi
Select a Programming Language
# Home Java

Select a Type of Tracking Template
Full tracking
Select a Project to Assign
i
-
Default Application Name
L

Enable HTTP/HTTPS Proxy

work

~N

Go to the next step

‘ L, Download Agent

Figure 4 Steps of downloading Agent

Click on the [Download Agent] button as above(take Chrome Version 106.0.5249.119(Official
Build)(64-bit) as an example), if the browser asks you to prevent the AIAST jar, please just keep

it, the AIAST jar in the folder is shown as below:
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7’ Downloads
® New - @ @D W NoSotv = View~

s > This PC > Downloads

~
Name Date modified
> ﬁHome

> A long time ago
@ OneDrive > Earlier this year
9 This PC > Last month

> Last week

.
0 Network V' Today

a AIAST jar 10/17/2022 11:13 AM Executable Jar File 1,416 KB

78items | 27 items selected |

Figure 5 AIAST .jar is displayed in the folder

@ Configure Agent

Place the downloaded AIAST jar file in the root directory of the container (take Tomcat as an
example, for other containers, please refer to the AIAST detailed interface guidance section), as

shown in the following figure:

I apache-tomcat

@ New v X% (8] @ G N Sort v EZ View v
& > v A M )> ThisPC > Windows (C) > apache-tomcat

A Home mbin
I conf
& OneDrive

b
B This PC
M logs

£ Network Wemp
M webapps

I work

B AIAST jar

B BUILDING.ixt

4 CONTRIBUTING.md
B LICENSE

IR NOTICE

&) README.md

IR RELEASE-NOTES

B RUNNING.xt

Figure 6 Place AIAST .jar in the apache-tomcat folder
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The Tomcat installation directory used in the example is: C:\apache-tomcat

In the Tomcat root directory, enter the bin subdirectory:

T Sort ~

™ BB > ThisPC » Windows (C) > apache-tomcat > bin

ﬁ Name
Home - e

) A setclasspath.bat
OneDrive

I setclasspath.sh

¥ This PC
B4 shutdown.bat

£ Network B shutdown.sh
A startup.bat

B startup.sh

Date modifi

2 12:05 AM

022 12:05 AM

Windows Batch File

SH File

Windo

SH File

Windows Ba

SH File

022 12:05 AM

022 12:05 AM
[ ] tool-wrapper.sh 4/ 2 12:05 AM SH File
022 12:05 AM Window!

B version.bat

B versionsh 2 12:05 AM SH File

27 items |

Figure 7 startup script of Tomcat in the bin subdirectory

Configure the startup script: startup.bat

Add the statement associated with the Agent as below:

set "JAVA OPTS=%JAVA _ OPTS% -javaagent:C:\apache-tomcat\AIAST .jar"

Where C:\apache-tomcat\AIAST jar is the absolute path where the file is located.

11 rem Unless required by applicable law or agreed to in writing, software

12 rem distributed under the License is distributed on an "AS IS"™ BASIS,

13 rem WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
14 rem See the License f«c cific language governing permissions and

5 rem limitations under the License.

21  setlocal

23 |set "JAVA OPTS= —javaagent:C:\apache-tomcat\AIAST.jar"

25 rem Guess CATALINA HOME if not defined
26 set "CURRENT_DIR: ds"
2 if not "%CATA A HOME
28 set "CATALINA HOME=%CURE
29 if exist "%CATALINA H
30

goto gotHome

\bin\catalina.bat" geoto okHome

cd ..
31 set "CATALINA HOME=%cd%"
32 cd "%CURRENT DIR%"
:gotHome
if exist "CATALINA HOME%\bin\catalina.bat" goto okHome

echo The CATALINA HOME environment variable is not defined correctly
echo This environment variable is needed to run this program

37 goto end

38 :okHome

set "EXECUTABLE=%C2 fE%\bin\catalina.bat"

executable exists

rem Check that tar
] " goto okExec

if exist " (E
echo Cannot find "%EXE TABLE
echo This file is needed to run this program
goto end
:okExec

Figure 8 Contents of startup.bat
Save and exit.
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&= Deploy Application

The instructions for preparing the environment are as follows:
®Hardware environment: personal computer with more than 4G memory, Windows 7/8/10/11.
® DK version: JDK8

JDK download address: https://www.oracle.com/java/technologies/downloads/#java8-

windows
® Application name: WebGoat
Cyber range download address: (both jar package and war package can be downloaded)

https://qithub.com/WebGoat/WebGoat-Legacy/releases/download/v6.0.1/WebGoat-6.0.1.war

https://qithub.com/WebGoat/WebGoat-Legacy/releases/download/v6.0.1/WebGoat-6.0.1-war-

exec.jar

If the JDK environment is not installed, please install the JDK first. Please refer to the official
installation guide, and set the environmental variables.

Put WebGoat-6.0.1.war in the tomcat application directory C:\apache-tomcat\webapps:

M webapps

@ New o N Sort

&€ > v A B> ThisPC > Windows(C) > apache-tomcat > webapps

A Home

WAR File

WAR File

Figure 9 WebGoat in the webapps directory

Return to C:\apache-tomcat\bin, and execute the startup.bat:
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Figure 10 Execute the startup.bat

Double click on the startup.bat to start the Web container as following figure:
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. 106 INFO
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18-0ct- 1 9:50. 108 INFO
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Figure 11 Starting the server

“IAST AGENT" , it means

When you view the keywords

he Agent has been started:
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&= Test Application

Using a browser (Chrome), visit the URL of the application:
http://127.0.0.1:8080/WebGoat-6.0.1/login.mvc

The interface is displayed as follows:

@ Login Page x |+

&« C @ 127.0.0.1:8080/WebGoat-6.0.1/login.mvc

Please login

Username

webgoat

Password

The following accounts are built into Webgoat

Account User Password
Webgoat User guest guest
Webgoat Admin webgoat webgoat

Figure 12 WebGoat login page

Use the account and password shown on this page to log in, and enter the system to perform
the function tests. The Agent will collect and report the traffic generated during the tests to the
AIAST server. Finally, the results will be displayed to you.

WebGoat homepage is displayed as below:

[ cotuean J Lewon ae IR
Cookies / Parameters

T variables will vary between WebGoat builds. Copying the menu fink on

Message List

Figure 13 WebGoat Homepage

Here is an example of SOL injection. For other examples, please refer to the official tutorial.
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Figure 14 exploit SQL Injection in WebGoat

Process of exploitation:

1. Select the Injection Flaws / String SQL Injection tab;

2. Enter the specified string in the input box, enter test001 as example here;
3. Click [go] to execute the operation;

4. The display part shows the executed SQL statement.

You could choose to manually perform function tests as described above to generate data
traffic or else can also use DAST tools like AppScan to automatically generate traffic, then detect

and report vulnerabilities efficiently
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@ View Results

After performing the function tests, you can log in to the AIAST Saa$ platform to view the

details of the security vulnerabilities.

Check the [Applications] page to view if there is web application” s info:

@ Home / Applications

lut Application Status
‘ £ Q Last Detection Time ~ = E Export Report + Add Application
& App Status Apps

Tyler Wang Vv

Group Admin

Tagged Apps

e All Apps Favourite Apps <Y
& Projects Applications Number of Tested Requests URL Last Detection Time - First Reported Time = Severity Number of Vulnerabilities = Tags Options
2 Applicati
Applications ® | WebGoat-60.1 2 0 /WebGoat-60.1  2022-10-19 17:11 2022-09-21 15:04 @ cRITICAL 200 N/A More v
& Resources
Total: 1
1 10/ page v | Goto

Figure 15 Cyber range’s Info

Click on the name of the web application to enter the sub-page:

@ Home / Applications / App Details

v L WebGoat-6.0.1

URL: /WebGoat-6.0.1 Language: Java

[ Export Report
Tyler Wang V'
Group Admin

@ Overview ¥ Vulnerabilities & Open Source Dependencies

m Vulnerabilities 29 ; 0sD® 47
@ Pprojects

2022-10-19 n 0
citical 2 CVEs 93 - e ot o

1 Containers (Testing )

¥ 192.168.31.13(Apache Tomcat 8.5.78)

Security Vulnerability Statistics

ol Open Source Dependency Severity Statistics
" Severity | OWASP 2021 | CWE 2021 | I Dss | Status
(IS
@ CRITICAL @|o 4@;@7 S
. HIGH cRmcAL 3
MEDIUM 2(6.9%) - VA
Low
NOTE

Total

Figure 16 Application Overview
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Click on the [Vulnerabilities]:

{
Q
[=d

Q Last Detection Time

All Favorites Y [E =

Tyler Wang v ID Outline Type Severity Status Operator Agent Version  Group Last Detection Time First Reported Time Options
Org Admin
SQL i‘njef't'on - Parfmefer a('c(? i e tyler_def
EDDDF016621 rlame” | URL"/WebGoat-60.1/at - L INE @y cqimical  Reported 2 Unallocated 2 2995-2747  aultgro  2022-10-21 1629 2022-10-21 1629 More v
Code:"SqlStringlnjection java, |~ ction G
ine: 101" ©
1 SQL injection - Parameter:"pass QL Inje tyler_def
Applications EDDDFO16090  word® | URL"/WebGoat-60.1/attack’  ion @ CRITICAL Reported 2 Unallocated £ 29.95-2747  aultgro  2022-09-23 10:56 2022-09-23 1056 More v
| Code:“Logingjava, line: 131" & =
Reflected-XSS - Parameter'acc o o tyler_def
EDDDFO16067 Ountname’ | URL!/WebGoat-6.0.1/a ¢ scripti (@) HIGH Reported 2 Unallocated £  2995-2747  aultgro  2022-10-21 1629 2022-09-21 15:05 More v
tack” | Code:"Screen java, line: 209 .
P 59 up
9
Reflected-XSS - Parameter'acc o o o tyler_def
EDDDFO16062 Ountname’ | URL"/WebGoat-6.01/a o sinti @) HIGH Reported £ Unallocated £ 29952747  aultgro  2022-10-2116:29 2022-09-21 15:05 More v
" | Code:"Screenjava, line: 209
= ng up
]
Reflected-XSS - Parameter*acc oo o tyler_def
EDDDF016063 ame’” | URL"/WebGoat-6.01/a ¢ seripti @) HIGH Reported 2 Unallocated 2 2995-2747  aultgro  2022-10-2116:29 2022-09-21 15:05 More v
ttack” | Code:"HammerHead java, lin
S0 ng up
Figure 17 SQL Injection
<< Return ID:EDDDFO16621 Next
SQL injection - Parameter:"account_name” | URL:"/WebGoat-6.0.1/attack” |
Code:"SqlStringlnjection.java, line: 101"
Tyler Wang \/ m First Detection Time 2022-10-2116:29  Last Detection Time 2022-10-21 1629  Status: Reported Operator  Unallocated
Org Admin
@ Overvi R
NEREY H WebGoat-6.0.1 192.168.31.13 2022-10-21 m 2022-10-21
— The Apps ! Fir ime o
i Code "enp
22 Applications Y HTTP

® Comments It was detected that 'account_name" in the following request induced SQL injection:

POST http://127.0.0.1:8080/WebGoat-6.0.1/attack?Screen=14&menu=1100
account_name=test001&SUBMIT=Go!

The parameter was brought into the application process via the following code:

org.ouasp.uebgoat . session.ParameterParser. getRawParameter(), line: 503

The parameter was used to build the following SQL statement which was executed without input validation:

SELECT * FROM user_data WHERE last name = 'test@el'

Figure 18 User Input is shown as below

It can be seen that this vulnerability is the vulnerability we exploit in the WebGoat application.

In addition, you can view other pages such as details, HTTP information, fix suggestions, and

discussion boards, etc., to learn more about all aspects of the vulnerabilities.
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More details about the vulnerability are shown as follows:

- SQL injection - Parameter:"account_name" | URL:"/WebGoat-6.0.1/attack" | Code:"SqlStringInjection java, line: 101"
Tyer eng
Group Admin € st oetection Time %5 LastDetection Time 207 Status Operator | urs

- Javax.serviet ServletRequest getParameterValues(account name)

java.tang.StringBuilderappend Tyler)
>

Java.lang StringBuildetostringO

T * FROM user_ s Tyler)

Figure 19 Taint propagation process

Expand Al
@ Overview

v i Code Inpat

N

Y HTTP :_name)
e 5
Tyler Wang \ v 9 5
Group Admin
® Comments fer
¥ Hom:
® Class.Method: javaxservlet ServletRequestWrapper.getParameterValues(java.lang String) @
& Object: org.springframework.security.web.servletapi.HttpServiet3 actory$Servlet3SecurityConts
= I Return: [Tyler]
Parameter: account_name
# Vulnerabilities Details
- Code  Stack

package org. owasp. webgoat. session;

public class ParameterParser {

public void getRawParameter() {

Figure 20 locate the vulnerability in specific code line
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&= Export Report

Click the [Applications] tab, select the application you want to take action on, then click [More]-

[Export Report]:

@ Home / Applications lu Application Status

[ 2404 Q Last Detection Time < E Export Report + Add Application
& App Status Apps Tagged Apps
Tyler Wang
Group Admin
o All Apps Favourite Apps < ¥
& Projects Applications Number of Tested Requests URL Last Detection Time First Reported Time Severity Number of Vulnerabilities Tags Options
R pications v 0 /WebGoat-6.0.1  2022-10-19 17:11 2022-09-21 15:04 @ CRiTICAL 2100 N/A More v

1 10/ page Goto

Figure 21 Export Report

Select the desired report type, report granularity, compliance criteria, and vulnerability severity

for report export:

Export Report

Report exports are only available for th

Applications:

WebGoat-6.0.1 X
App Version ®:

nitia
Select the type of report

App Report (pdf)
Choose Report Content
O xport preview information

Report Type:

Third party library
Vulnerability Severity Match

CRITICAL X | HIGH X

Select Period? Ex;

\m Sante

Figure 22 Select generated report to export

After exporting the report, then select the generated report to download.
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Tyler Wang v/
Group Admin o

Name File Format Size Status Creation Time Expiry Time Options

- by Files

Figure 23 Report generated in [My Files]

After the report is downloaded, the report is shown locally as below:

<L Downloads

f]e]

@ New & 0 G N Sort v oo View -

S A > This PC » Windows (C) » Users > Tyler Wang > Downloads

a > A long time ago
% Home

> Earlier this year

OneDrive > Last month

B This PC > Last week
> Yesterday

‘: Network TR

a App Security Preview Report WebGoat-6.0.1 ...

79items | 1 item selected 295KB |

Figure 24 Downloaded Report
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Taking the Application Security Report as an example, the preview is as follows:

N =2 BR

@ v [ Application Security
Report
[ Generated by
tyler@zeroday.co.uk
on 2022-10-20

@, ZeroDa
> [ overview \y y
D OWASP-TOP10 (2017

version) 4 4

[ owAsP-TOP10 (2021
version)

Lo Application Security Report

[ cwe-25 (2011

version)

[ wasc

[ Vulnerability
Summary

D Third-party Libs and
CVE

—— Generated by tyler@zeroday.co.uk on 2022-10-20

v ﬂ Annex
| B ety
B Tk B | Contents 1
v H :gg(l}i::tion Security Overview
H Generated b AN
e d!yvco_uk Vulnerabilities
o zz:tii:&zo Third-party Libs
> [1 Overview OWASP-TOP10 (2017 version)
W owsraroorr I § OWASP-TOP10 (2021 version) J
D \(i)eVer?OSrI:)fTONO(ZON PCI DSS
R pcipss-321 CWE-25 (2011 version)
[ cwe-25 2011
version) WASC
[ wasc
[ Vunerabity Statistics of Vulnerabilities
Summary

Third-party Libs and CVE

Annex

H Third-party Libs and
CVE

v H Annex

B coninirmaiasa The dacrrintinn nf Seara critaria

Figure 25 Preview of the report

Vulnerabilities classified by various compliance standards will be presented in the form of
subsections. By reading the report, security managers can be aware of the general application

security posture.

The AIAST has the ability to assist security managers in arranging work based on reports. It can
help developers schedule and perform the bug-fixing, development, and test work according to

the reports. It also offers insights and suggested solutions for vulnerability fixing.
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@ AIAST | Technical Specifications

Supported language Supported platform
Java Windows

Node.js Linux

C#/.NET MacO5

PHP Unix like

Python

Supported web server/applicationframework

Java Node.js
- Tomcat - Express
- Weblogic

. Net
- Spring Boot

- NET Framework

- Jetty
- WebSphere .PHP
- JBoss - Nginx
- WildFly - Apache
- Resin

- WebSphere Liberty

@ About ZeroDay

Founded in 2016, ZeroDay aims to make software development more secure and application security
work simpler, saving your precious time and workforce.

Spearheaded by AIAST, our product portfolio will include software component analysis, static
application security testing, dynamic application security testing, fuzz testing, and more in the
coming days.

For more information about 160 The Edge, Clowes Street Salford, Sales: + 44-16-1350-8028
ZeroDay, visit us online at Manchester, M3 5NE

www.zeroday.co.uk U.K.
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